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ABSTRACT
An Examination of Interactions of U.S. Players with Offshore Gambling Sites and Online
Casino Reviews: Are They Offenders or Victims?
by
Sinyong Choi
While the recent liberal stance of the United States has facilitated the proliferation of
legal online gambling venues, the ‘black market’ of online gambling remains prevalent. Illegal
online gambling poses concerns for the legal market and risks for gambling addiction and
consumer protection. Numerous law violations occur in this domain, which are produced by
the interactions between players, gambling sites, and online casino reviews. Exploring the
interactions of players with online gambling sites and online casino reviews is vital in
enhancing our understanding of illegal online gambling activity and therefore allows us to
develop preventive measures that can reduce the illegal market; however, a limited number of
criminological studies have empirically investigated this subject. This study examined how
structural and operational factors of offshore gambling sites affect players’ decisions to use
such sites, drawing on routine activities theory as the primary theoretical framework. In
addition, this study employed framing theory coupled with neutralization techniques to
examine how online casino reviews interpret the use of offshore gambling sites in the U.S.
Findings indicate that high visibility of offshore sites on the Internet leads to a high usage of
the sites by U.S. players. In addition, online casino reviews providing a blacklist of online
gambling sites serve as informal guardians, helping players avoid rogue gambling sites that
pose a risk to their customers. However, online casino reviews affiliated with offshore sites not
only present misleading information about U.S. gambling laws to encourage to use their
iii

affiliated gambling sites but also employ various frames to justify the use of offshore sites in
the U.S., which leads to players unknowingly depositing at illegal gambling sites while falsely
believing that their behavior is legitimate. Policy implications were suggested based on the
findings and would provide insights toward effective online gambling regulatory efforts.
Keywords: Illegal online gambling, offshore gambling, online casino reviews, routine
activities theory, framing theory
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CHAPTER 1
INTRODUCTION
Illegal internet gambling sites1 have been subject to crackdowns by United States’
(U.S.) government agencies for a long time ("Online Gambling Don’t Roll the Dice," 2007).
They have shown that they can engage in shady practices to take money out of the players'
bank accounts. For instance, some sites lure naïve players by posing as legitimate ones or use
targeted advertising to promote their sites to target problem gamblers seeking help (Cole, 2020);
others even allow players to bet on non-sport events, such as the daily number of COVID-19
cases (Gomes, 2020). Some gambling sites are rogue, financially victimizing their customers
or, in reverse, they can be targeted by criminals for money laundering (Lo, 2014), cyberattacks
(Johnson, 2020), or gambling with stolen identities (Danzis, 2021).
U.S. legal online gambling venues have increased over the past decade. This
corresponds with the growth of the global online gambling market whose value was
approximately 53.7 billion USD in 2019 (up from 28.32 billion USD in 2012) and is expected
to rise to 102.97 billion USD by 2025 (Global Betting and Gaming Consultancy, 2013; Grand
View Research, 2020). The increasing use of smartphones and wireless Internet devices have
fueled the market’s expansion, as they enable consumers to access online gambling anytime
from anywhere, with ease, privacy, and convenience. A rising number of jurisdictions
legalizing online gambling is also facilitating the growth of the online gambling industry.
Alongside many European, Oceania, and Caribbean countries who have been active players in
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Illegal internet gambling sites are the sites that do not have a valid license issued by
gambling authorities in the United States but can be accessible from the U.S. regardless of
their base and legitimacy in other jurisdictions (Gainsbury et al., 2018). Most of these sites
are known as offshore gambling sites that operate outside of the U.S. Therefore, the focus of
this study is on offshore gambling sites.
1

accelerating the proliferation of online gambling industry (Banks, 2017), the U.S. has recently
experienced the relaxation of gambling prohibitions (both offline and online). This comes as a
result of increased recognition of gambling as a source of entertainment for people, job creation,
and tax revenue for governments (American Gaming Association, 2019).
Internet gambling has historically been federally restricted in the U.S.2, yet its permits
can be issued on the state level. Indeed, a growing number of states have recently legalized
online gambling. Only a few states, including Nevada, Delaware, and New Jersey, offered
certain forms of legal online gambling before the first half of 2018; however, a proliferation of
legal online sports betting across the states, caused by the repeal of the former federal ban on
interstate sports betting in 2018, has expanded the legal online gambling market in many parts
of the country. Legal online gambling is now available in more than twenty states in 20213
(“States that offer,” n.d.). Further opportunities for U.S. legal online gambling are expected due
to a host of other states considering its legalization (American Gaming Association, 2020b).
Despite the recent expansion of legal online gambling market in the U.S., illegal online
gambling sites continue to benefit from American players. For example, according to CNBC,
Americans illegally wager between $30 to 40 billion on Major League Baseball and between
$60 and 70 on college football annually (Spear, 2013). The American Gaming Association
(AGA)’s report in 2019 showed that approximately $150 billion worth of wagers placed by
Americans went to illegal sports betting operations each year (p. 7). Furthermore, its survey on
U.S. sports bettors in 2020 reported that the number of U.S. players using offshore online sports
betting sites increased 24% in states where sports betting is not yet legalized and even 3% in

2

See 31 USC 5361-5366 and 18 U.S.C. § 1084
As of February, 2022, the states include: Colorado, Delaware, District of Columbia,
Illinois, Indiana, Iowa, Michigan, Montana, Nevada, New Hampshire, New Jersey, Oregon,
Pennsylvania, Rhode Island, Tennessee and West Virginia.
2
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legal states from a year ago (American Gaming Association, 2020). Offshore gambling sites
are not licensed and regulated by the U.S. gambling authorities and in fact operate outside of
U.S. jurisdictions (Gainsbury, Abarbanel, & Blaszczynski, 2019). These offshore sites are
mostly licensed by gambling authorities in the jurisdictions where their servers are located,
although some are not licensed at all, and tend to accept bets from customers who reside in the
jurisdictions where their operating license is not valid (Gainsbury, Abarbanel, & Blaszczynski,
2019; Schmidt-Kessen, Hörnle, & Littler, 2019).
Offshore gambling sites are a major concern for local governments (Gainsbury,
Abarbanel, & Blaszczynski, 2019; Gainsbury, Parke & Suhonen, 2013). As they are not subject
to the regulations set by the U.S. gambling authorities, offshore sites are mostly free from any
obligation imposed on operators licensed within U.S. borders. For instance, they are less likely
than domestic/regulated ones to provide robust consumer protections or encourage responsible
gambling practices (Gainsbury, Abarbanel, & Blaszczynski, 2019; Gainsbury, Parke &
Suhonen, 2013). Also, they don’t need to abide by federal anti-money laundering compliance
requirements and other financial obligations (e.g., local taxes and licensing fees) imposed by
U.S. gambling authorities. At the same time, the fact that most offshore sites are based in “tax
haven countries” allows them unfair competitive advantages over domestic operators;
specifically, such financial evasion enables them to maintain their operation with lower costs,
offer customers higher odds and better services, and provide more features as well as a wider
variety of gaming options (Gainsbury, Abarbanel, & Blaszczynski, 2019; Gainsbury et al.
2018). Therefore, the entrenchment of illegal online gambling entities is a serious threat that
poses a potential risk to players, compromises the value of domestic, legal, taxpaying gaming
entities, and harms the local economy.
The pervasiveness of illegal online gambling could indicate that regulatory and law
3

enforcement agencies’ efforts to eradicate them have not been historically effective. It is known
that a number of law enforcement agencies still lack the ability to investigate cybercrimes
effectively and are struggling to keep pace with criminals’ evolving technologies (Choi, 2015).
Although shutting down illegal online gambling business is technically not impossible, there
are many obstacles discouraging regulation efforts. These businesses make it difficult to track
themselves by hiding their servers and identities with various schemes in cyberspace, such as
proxy sites, domain proxy services, webhosting companies, or multiple relay servers placed in
different jurisdictions (Choi, 2015). Additionally, while there are federal laws (such as the
Unlawful Internet Gambling Enforcement Act of 2006 that targets banks and credit card
processing firms to prohibit money transfers to offshore gambling sites), a variety of alternative
payment processes have been employed to circumvent the laws, such as e-wallet, money order,
prepaid cards, and checks. More recently, cryptocurrencies have been widely used for online
gambling transactions, as they enable anonymous, complex transactions and make international
transactions easier, faster, and cheaper (Gainsbury & Blaszczynski, 2017; Millar, 2018).
Gambling research has reported that gambling behavior is known to be driven by
various motivations: people may gamble for excitement (Platz & Millar, 2001), a break from
their daily routine (Loroz, 2004), socialization with other people (Lee et al., 2006), or
financial rewards (Park et al., 2002). These ‘pure’ gambling motivations may drive players
who have no legal gambling option in their area into illegal online gambling. People living in
areas where there is no legal online gambling option may choose to use offshore gambling
sites because of the benefits that online gambling can provide such as convenience, ease of
access, comfort, prohibitive distance from offline casinos, the privacy and the anonymity that
online gambling affords, or criminal opportunities such as money laundering or youth
gambling (Fiedler, 2013; Lee, Chung, & Bernhard, 2014; Wood & Williams, 2007). Even
4

where there are legal online gambling venues available, players may still access offshore
gambling sites for better payout rates, game experience, ease of account creation, or untaxed
winnings (Gainsbury, Abarbanel, & Blaszczynski, 2019; Gainsbury et al., 2018; Millar,
2018).
It is important to note that some use of illegal sites may be unintentional; some
players who misunderstand the gambling law may unknowingly use offshore gambling sites.
AGA’s survey of American sports betting players in 2020 found that 55% of illegal players
believe that they are using legitimate sites; 85% of them are surprised that they are actually
using illegal sites; and 48% of illegal players would shift away from illegal sites after
learning their behavior is illegal (AGA, 2020). The findings indicate that offshore sites are
benefitting from player confusion over their legal status.
It is a player’s responsibility to verify whether using an online gambling site is lawful
in their jurisdiction in which they live. However, it is not an easy task for consumers to check
the laws themselves because the statutes are complex and full of legal jargon. The U.S. is a
clear example showing that a single country can have complex gambling laws. In addition to
federal laws (that are difficult to interpret and thus to assess the legitimacy of online
gambling activity), each state has their own gambling laws. For example, while some states
made legal online gambling sites available for anyone within the border, others still
completely ban online gambling; one game is legal for interstate online gambling, while
others are not; and while one game is available for both desktop and mobile in some states,
the same game is only allowed for mobile online gambling in other states (AGA, 2020b).
Therefore, many players tend to rely on online resources, such as online gambling
reviews, to glean information regarding their regional gambling laws (Brozio, 2018). The
5

online gambling (casino) review is a website that offers not only reviews of online gambling
sites’ quality but also a wide range of information regarding online gambling. These reviews
therefore play a substantial role in reducing the distance between players and online gambling
sites (Sutevski, n.d.). The review sites also provide their interpretation of regional online
gambling law to help players make an informed decision before placing a bet online.
Importantly, however, players’ perceptions about the legality and legitimacy of online
gambling can be affected by how the review site interprets the statutes and presents the
information. Given the presence of gambling affiliate programs in which an online gambling
review gets paid by the online gambling sites for promoting their products and services
(Sutevski, n.d.), online gambling reviews are prone to offer biased and misleading
information regarding gambling laws to encourage players to use offshore gambling sites
they are affiliated with. Naive players might be vulnerable to misinformation and could make
a wrong decision to place bets on offshore gambling sites while believing their activity is
legitimate.
Understanding various predictors of using offshore gambling sites is an important
step toward designing an effective policy preventing illegal online gambling activities.
However, previous gambling research has provided limited information, mostly focusing on
individuals' characteristics and perceptions toward using offshore gambling sites. Taking a
holistic approach to understanding the crime-generating context revolving around illegal
online gambling sites and online casino reviews can pave the way for creating a
comprehensive preventive measure. Therefore, this study explores interactions of U.S.
players with offshore gambling sites and online casino reviews and how those interactions
influence players’ decisions to place bets on offshore gambling sites. The structural and
operational aspects of illegal gambling sites from a perspective of players as offenders will be
6

examined through quantitative analysis of offshore gambling sites, based on routine activities
theory (RAT; Cohen & Felson, 1979). This study also conducts a content analysis of online
casino reviews from a perspective of players as victims, using framing theory to explore how
online casino reviews present information regarding the use of offshore gambling sites
(Tewksbury & Scheufele, 2009). The findings of the study would enhance our understanding
of underlying causes of illegal online gambling activity and provide new insights toward
online gambling regulatory efforts.
Overview of Study
The following part of this study is structured into seven major sections. Chapter 2
provides an extensive literature review of gambling in the U.S, illegal online gambling, and
online casino reviews, followed by Chapter 3 presenting the theoretical framework, including
RAT and framing theory, and research questions. In Chapters 4 and 5, I describe a quantitative
analysis of offshore gambling sites and content analysis of online casino reviews respectively,
including detailed descriptions of research designs and findings. Chapter 6 discusses the
findings of the study and suggests policy and theoretical implications, limitations of the study,
and directions for future research. This study accounted for how an illegal online gambler can
be both an offender and a victim in the same criminal domain.

7

CHAPTER 2
LITERATURE REVIEW
Research on illegal online gambling has addressed different aspects of the subject, with
the intentions of providing preventive measures to mitigate the harms caused by illegal online
gambling. The literature review section underscores various research on illegal online
gambling, particularly in the U.S. context. The early parts will be a comprehensive review of
U.S. (online) gambling, including definition, history, and regulations. The following parts will
examine literature on offshore gambling sites, including concerns, risks, and players associated
with the sites. The final section will review the role and function of online casino reviews.
Definitions of Gambling and Online Gambling
The term ‘gambling’ typically refers to an activity in which money (or something of
value) is risked on an event with an uncertain outcome, with the intent of obtaining greater
value (Banks, 2017). Gambling is usually classified into casino games (e.g., slot machine, table
games, bingo, and keno), non-casino games (e.g., lottery), and fixed-odds betting (e.g., sports
betting and horse races). With the advent of the Internet, gambling has also been available in
cyberspace. The definition of online gambling typically refers to placing a bet or wager for
unsure results by any means that involves the use of the Internet (Doyle, 2012). Online
gambling is an umbrella term for numerous types of wagerable games (which vary from casino
games to sports betting) and involves gambling via computers, smartphones, or wireless
devices (Gainsbury, 2012). The Wire Act of 1961 implies that online gambling is a wager
through a ‘wire communication facility’ (Homeyer, 2011); Nevada defines online gambling as
gambling games using communication technology (Nevada Gaming Control Act, n.d.).
The definition of illegal online gambling differs by region in the U.S. due to various
8

state gambling laws. For example, while Utah completely bans online gambling (Utah Criminal
Code, 2020), Nevada bans operating and using online gambling services that are not provided
by a Nevada-licensed operator (Nevada Gaming Control Act, n.d). Also operating and using
offshore gambling sites based outside the U.S. are generally deemed illegal in the U.S., as they
are not under any applicable federal or state gambling law (see 31 U.S. Code § 5362).
The History of U.S. Gambling
The Path of Gambling from the Past to the Present in the U.S.
U.S. attitudes toward gambling have been inconsistent throughout U.S. history. In the
1600s, gambling arrived at the American colonies with the first pioneers. There were no
extensive prohibitions against gambling, while stances on the practice differed by communities.
Lottery was popular for a long time, as its revenue was used to develop the public-school
system. Private gambling also used to be prosperous in some areas, including the lower
Mississippi River valley and New Orleans (Schwartz, 2013). Gambling as a recreational
activity grew among Americans until the early nineteenth century.
However, a backlash against gambling arose and spread starting in the mid-nineteenth
century, and gambling was widely banned through the country by the turn of the twentieth
century (Schwartz, 2013). Perhaps ironically, prohibition increased illegal gambling
opportunities, as the demand for it persisted (Banks, 2017). Numerous underground gambling
operations were run by organized crime syndicates, especially in areas with lax attitudes toward
gambling such as Miami and Galveston (Schwartz, 2013). Despite most gambling being illegal,
some forms of gambling (e.g., bingo), were still available in some areas to fund churches and
other community groups during the Great Depression (Banks, 2017).
In 1931, Nevada legalized most forms of gambling as a way of coping with economic
9

hardship and imposing legal controls on the already thriving illegal gambling market (Homeyer,
2011). Las Vegas became an attractive place for gambling business due to cheap air travel and
easy auto access from California and benefited from workers and visitors from the Hoover dam
construction site. During the 1950s and 1960s, Sin City rapidly developed into the hub of
gambling in the U.S. (Homeyer, 2011).
Following the success of Nevada, a growing number of states relaxed their gambling
regulations. Southern Maryland used to be popular for its legal slot machines during the 1950s
and most of the 1960s, and New Jersey legalized casino gaming in Atlantic City in 1977. New
Hampshire opened up to a state-run sweepstake in 1964, with other areas of the country
launching lotteries over the following years (Schwartz, 2013). Riverboat casinos became legal
in some states, and soon afterward, the requirement of being located over the water was
repealed. Many states started offering lotteries, and Indian casinos became widely available
throughout the country (Schwartz, 2013).
Tribal Casino Gaming in the U.S.
Casinos and bingo halls on Native American reservations have been available for
Americans since the 1970s (Anders, 1998). Controversy arose when the operations and rewards
offered by gaming facilities on reservation lands in Florida and California exceeded the limits
set by state laws, which led to a conflict between the states and Native American tribes (e.g.,
California V. Cabazon Band of Mission Indians). The U.S. Supreme court ruled in favor of the
Native American tribe in California V. Cabazon Band of Mission Indians, upholding the legal
right of Native American tribes as sovereign nations to conduct gaming operations in their
reservations (California V. Cabazon Band of Mission Indians, 1987).
Following the Supreme Court decision, Congress passed the Indian Gaming
Regulatory Act (IGRA) in 1988 and recognized Native American tribal gaming rights while
10

seeking to keep a balance between Native American rights and the interests of the states and
the gambling industry (Eadington, 1999; “Indian Gaming Regulatory Act”, n.d.). In the years
since, Native American tribal gaming has been widely available across the country, and the
revenue substantially increased from $100 million in 1988 to $16.7 billion in 2006 (Wilkinson,
2005). As of April 2021, 472 Native American tribes operate gaming facilities (National Indian
Gaming Commission, 2021).
Sports Betting in the U.S.
Sports betting is generally defined as the activity of predicting and placing a bet on the
outcome of sports or other non-athletic events (e.g., political elections), providing various types
of sports bet through on/offline sportsbooks to a person who is physically located within the
jurisdiction and is not affected by the gambling limitation set by the gambling licensing
authorities (Gainsbury, 2012). Horse racing is known as the original form of sports betting,
which began in the 19th century. People also started betting on other types of sports around this
time mostly through underground sports betting markets due to prohibition of gambling which
lasted until the early 20th century (Lang, 2016; Schwartz, 2013). In 1949, Nevada became the
first state that legalized sports betting. However, the rapid proliferation of legal sports betting
in the U.S. was not until 2018 (Lang, 2016; Murphy v. National Collegiate Athletic Ass’n, 2018).
The legalization of sports betting has been subject to debate for decades. Supporters
argue that many Americans already bypass the restriction to place bets on sports events via
illegal bookies or offshore online sports betting sites. NBA Commissioner Adam Silver claimed
that almost $400 billion goes to the underground sports betting market (Silver, 2014).
According to proponents, legalization would contribute to the states’ economies through more
taxable revenue while increasing employment and benefiting the community (Fullerton,
11

McCall, & Dick, 2019; Vacca, 2013). On the other hand, opponents of legalizing sports betting
argued that legalization would compromise the integrity of professional sports and increase the
social costs associated with problem and pathological gambling (McGowan, 2014; Vacca 2013;
Walker & Barnett, 1999). Concerns about the harmful effects of sports gambling have meant
that professional sports leagues and the National Collegiate Athletic Association (NCAA) long
opposed legalization (Murphy v. National Collegiate Athletic Ass’n, 2018).
Strong opposition to sports betting led to the enactment of the Professional and
Amateur Sports Protection Act of 1992 (PASPA) by Congress. The federal ban made it
unlawful for a state to sponsor, operate, advertise, promote, license, or authorize sports
gambling schemes. Only Nevada, Oregon, Delaware, and Montana were exempted because
they already allowed sports betting prior to PASPA’s passage (Murphy v. National Collegiate
Athletic Ass’n, 2018).
Following the enactment of the prohibition, New Jersey, who attempted to legalize
sports betting in 2012, challenged it by arguing that PASPA violates the Constitution’s anticommandeering doctrine, which is based on the Tenth Amendment to the U.S. Constitution and
dictates that federal government cannot commandeer state governments to enforce federal law.
The sports leagues (i.e., NCAA, NFL, NBA, MLB and NHL) sued New Jersey to stop the law
taking effects, and as a result, the U.S. Supreme Court ruling in favor of New Jersey overturned
PASPA in May 2018 (Murphy v. National Collegiate Athletic Ass’n, 2018), which paved the
way for the expansion of legal sports betting. As of February 2022, legal sports betting is
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available in twenty-eight states (Rodenberg, 2021),4 and gambling in some form is legal in all
states except Hawaii and Utah.
Debate over the Legalization of Gambling
In general, there is a public perception that gambling and crime are closely linked
(Smith & Wynn, 1999). This perception could be partly affected by the fact that organized
crime was involved in underground casinos and played a major role in financing the building
of casinos in Nevada in the early days (Arthur, Williams, & Belanger, 2014). Other opponents
of gambling may argue that increased legal gambling availability would cause increased
problem gambling and related crime in a community by increasing the number of criminogenic
problem gamblers (Rosenthal & Lesieur 1996; Smith & Wynne, 1999; Welte et al., 2009).
Problem gambling (i.e., pathological gambling, compulsive gambling, excessive
gambling, gambling addiction, or gambling disorder) is repeated problematic gambling
behavior leading to adverse consequences, such as distress, family breakdown, and financial
hardship (American Psychiatric Association, n.d.). A criminogenic problem gambler is defined
as someone who commits a criminal offence to obtain funds to continue gambling habits as a
result of problem gambling (Rosenthal & Lesieur, 1996). In fact, several studies report the
frequent involvement of problem gamblers in treatment in criminal offenses (Blaszczynski &
Silove 1996; Blaszczynski, Steel, & McConaghy, 1997, Meyer & Fabian, 1992). The common
offences committed by problem gamblers include non-violent income-generating property
crimes, alcohol-related offences, violence offense, drug offense, and domestic disputes (Arthur,

4

The states include: Arkansas, Arizona, Colorado, Connecticut, Delaware, Illinois, Indiana,
Iowa, Nevada, New Hampshire, New Jersey, New Mexico, New York, North Carolina, North
Dakota, Michigan, Mississippi, Montana, Oregon, Pennsylvania, Rhode Island, South
Dakota, Tennessee, Virginia, Washington, D.C., West Virginia, and Wyoming. See
https://www.espn.com/chalk/story/_/id/19740480/the-united-states-sports-betting-where-all50-states-stand-legalization for the latest update.
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Williams, & Belanger, 2014; Blaszczynski & Silove 1996; Laursen et al., 2016; Lind,
Kääriäinen, & Kuoppamäki, 2015; Turner et al., 2009; Smith, Wynne, & Hartnagel, 2003).
However, Arthur, Williams, and Belanger (2014) reported that there had been few
studies examining if increased availability of legal gambling leads to increased rates of
problem gambling; an association between problem gambling and crime reported by prior
research were mostly small. They also reported that increased legal gambling availability
leads to a significant decrease in rates of illegal gambling but has a minor impact on overall
crime. This indicates that the benefits of legal gambling combined with the decreased cost of
illegal gambling may offset the social cost of increased crime caused by the legalization.
Another perception toward gambling is that the legalization can lead to job creation
and increased revenue to government and local economy. While the opponents argue that the
legalization also imposes social costs caused by an increase in problem gambling (which
would offset the benefits of the legalization), some see this perspective as controversial.
Although several studies estimated social costs attributable to problem gambling (Goodman,
1997; Kindt, 1994; Thompson, Gazel, & Rickman, 1997), most of the social cost studies were
criticized due to their methodological flaws (Walker & Barnett, 1999). Estimating costs and
benefits of the legalization is complex and controversial, and existing estimates were
criticized due to their inadequacy. There is still little consensus of how to measure, analyze,
and quantify social costs of problem gambling (St-Pierre et al., 2014).
Online Gambling History in the U.S.
Along with the World Wide Web gaining popularity in the 1990s, gambling businesses
started operating in cyberspace during the mid-1990s, accepting bets globally (Homeyer, 2011).
Anyone having access to the Internet was able to find an online site and place bets by credit
card. The first online casino was Intercasino, launched in Antigua in 1996 (Gainsbury, 2012).
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Since the beginnings of online gambling, the number of online gambling sites has rapidly
increased; by 1999, there were reportedly more than 470 gambling websites (Basham & White,
2002). Early online gambling operators largely targeted the North American market, with most
of them licensed in friendly offshore jurisdictions, such as the Caribbean, where the operators
can take advantage of low taxes and fees (Gainsbury, 2012).
The upsurge of online gambling challenged the landscape of gambling law – which
was mostly focused on land-based casinos – as this activity involves the transmission of
information across state lines or countries. Confronted with the demand for new regulation to
control online gambling, the federal government explored whether the acceptance of bets from
the US by offshore gambling sites violated federal law. In order to interrupt online gambling
activity by U.S. gamblers, there have been federal efforts, primarily involving the Wire Act of
1961 and the Unlawful Internet Gambling Enforcement Act of 2006 (UIGEA).
Under the Wire Act, an offshore gambling site operator is at risk of confronting
criminal fines and charges if the operator either transmits information pertaining to wagers or
receives money generated from wagers on sporting events or contest knowingly using a ‘wire
communication facility’ (whose definition includes the entire telecommunication system in the
country; Homeyer, 2011). The U.S. Department of Justice claimed that the Wire Act should be
applied to all types of online gambling, which was rejected by the U.S. Fifth Circuit Court of
Appeals, limiting the prohibition only to sports betting (Greenberg Traurig, 2012). In 2006,
Congress passed the UIGEA to prohibit offshore online gambling companies from lawfully
using financial transactions and payment systems. This law restricts online gambling by
prohibiting the transaction of national currencies to organizations hosting illegal gambling sites
(Homeyer, 2011). It also prohibits financial transaction providers from accepting payments
pertaining to illegal online gambling business. Some types of gambling are exempted from the
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UIGEA, including interstate horse race betting and other form of intrastate Internet gambling
(e.g., state lotteries).
In the wake of the enactment of federal restrictions, some successful prosecutions have
been made against illegal online gambling businesses. The first ever case was against Jay
Cohen, who operated an Antigua-based offshore sportsbook site that accepted illegal bets and
wagers from customers in the U.S. through the Internet and telephones. He was found to violate
the Wire Act and sentenced to nearly two years in prison (U.S. v. Cohen, 2001). Another case
charged 34 individuals and 27 entities whose sports betting site is based in Panama with
operating an illegal sports betting business (Department of Justice, 2013). Not only is an illegal
online gambling operator subject to prosecutions, media outlets that aid and abet illegal online
gambling businesses by accepting money from them are also subject to prosecutions and
investigations. For example, the Sporting News agreed to a settlement for $7.2 million in 2006
and Google, Microsoft, and Yahoo for $31.5 million in 2009 with the Department of Justice as
a result of accepting advertising from illegal online gambling businesses (Richtel, 2006; Ryan,
2009).
The impact of the federal restrictions on illegal online gambling businesses was
notable; Holliday’s 2010 study (as cited in Gainsbury, 2012) reported that North America,
which had represented fifty percent of the global online gambling market before the UIGEA,
accounted for only twenty percent of the market in 2010. While some online gambling
operators withdrew from the U.S. market in response to the UIGEA, a number of sites
continued accepting play from the U.S. and experienced a rapid growth of player volume in
2010 (Church-Sanders, 2011). However, on April 15, 2011 (dubbed ‘Black Friday’; Gainsbury,
2012; Stankiewicz, 2013), the U.S. Department of Justice issued an indictment against the
major poker sites, including PokerStars, Full Tilt Poker, and Cereus (Absolute
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Poker/Ultimatebet), in New York District Court for the violation of the UIGEA and a number
of crimes, including bank fraud and money laundering. Following the indictment, the offending
sites ceased offering real money games to the U.S. players, which led to the demise of many
popular poker sites.
In addition to the federal restrictions, each state has the authority to regulate or prohibit
online gambling practice within its borders. The legality of online gambling varies depending
on the state and type of game. As of February 2022, more than twenty states have legalized
some form of online gambling, including online casinos5, online poker6, online sports betting,7
and online lottery 8 (“Online Lottery,” n.d.; “States that offer,” n.d.). They adopted closed
regulatory systems in which legal online gambling operators must be licensed by their
jurisdiction’s gaming authority and can offer only permitted services and products to residents.
These operators usually have to locate their hardware, software, server, and other equipment
within the territory of the jurisdiction. Online gamblers who wish to play in those licensed
gambling websites should also be physically located within the jurisdiction’s borders (Huard,
2018). Any operators that fail to observe specific jurisdictional laws can face serious
consequences, such as civil fines, gambling license revocation, or shutting down of their
websites (“Gaming Regulatory Overview,” n.d.).

5

The states include: New Jersey, Pennsylvania, Michigan, West Virginia, and Delaware. See
“https://www.playusa.com/us” for the latest update.
6
The states include: New Jersey, Pennsylvania, Michigan, West Virginia, Nevada, and
Delaware. See “https://www.playusa.com/us” for the latest update.
7
The states include: New Jersey, Pennsylvania, Illinois, Michigan, Virginia, Tennessee, West
Virginia, Nevada, Indiana, Iowa, New Hampshire, Oregon, Rhode Island, Montana,
Colorado, Wyoming, and Arizona. See “https://www.playusa.com/us” for the latest update.
8
The states include: Arkansas, California, Colorado, D.C., Florida, Illinois, Kentucky,
Maine, Maryland, Michigan, Minnesota, New Hampshire, New Jersey, New York, North
Carolina, Ohio, Oregon, Pennsylvania, Rhode Island, Texas, Virginia, and Washington. See
“https://www.playusa.com/online-lottery” for the latest update.
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Regulatory System in the U.S.
Gambling is subject to regulation at the federal, state, and tribal levels in the U.S. Each
state plays a primary role in determining laws, rules, and regulations that define how gambling
business and activities, both offline and online, are to be conducted in certain areas, while the
federal government serves as a supporter in enforcing state laws and prosecuting interstate as
well as international gambling (“Gambling”, n.d.). Each jurisdictional gambling control board
is responsible for investigating, licensing, and enforcing its gambling rules and regulations
(“About Us”, n.d.). Indian tribes also have their own gambling control boards (i.e., the National
Indian Gaming Commission) to regulate the gambling activities on Indian lands, which is
established by IGRA (“Indian Gaming Regulatory Act”, n.d.).
Illegal Online Gambling in the U.S.
In the U.S., the definition of illegal online gambling varies by state, while there is no
federal law that targets gamblers placing bets on illegal online gambling sites. Despite of the
recent proliferation of legal online gambling opportunities across the country, gambling
online with real money is still restricted in more than half of the states (“States that offer,”
n.d.); in those states, it is illegal for residents to use and conduct financial transactions with
online gambling sites, for online gambling operators to provide services to residents and
accept money from residents, and for financial institutions to process online gambling
transactions (Gainsbury, 2012).
In the states where online gambling is legal, licenses and advertising rights are
limited to regulated operators. Offering or using Internet gambling without a gaming license
by a local gaming authority is considered illegal under criminal or administrative law
(Schmidt-Kessen, Hörnle, & Littler, 2019). Players should be physically located within a
jurisdiction, and the licensed gambling site must use geo-blocking to ban access by players
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outside of the jurisdiction. Various techniques used by jurisdictions to enforce prohibitions
and sanction offenders include imposing criminal sanctions and fines, funding seizures,
laundering charges, and blocking financial transactions and access to offshore gambling sites
(Gainsbury, 2012).
As each state has its own gambling license, online gambling sites licensed by a certain
state gambling authority are only legal within the jurisdiction. In other words, if an online
gambling operator is legal in one state, it is illegal in the other states. However, this study
defines legal (domestic) online gambling sites as those operators with any valid state gambling
license, and all other operators are deemed illegal.
Offshore Gambling Sites
It is known that numerous illegal online gambling sites are run by non-U.S.
(offshore) operators. Offshore operators are based in international jurisdictions – mostly
Caribbean countries – where they are mostly free from U.S. regulations (Gainsbury, 2012;
Schmidt-Kessen, Hörnle, & Littler, 2019). Their cooperation with authorities and law
enforcement in other jurisdictions is rare. In fact, some jurisdictions, such as Alderney,
Gibraltar, Norfolk Island, and Kahnawake, have a regulatory system designed for online
gambling operators targeting other jurisdictions for customers (Gainsbury, 2012). This means
that these offshore operators are legally allowed to offer bets to US citizens under the laws of
their jurisdiction, although US citizens are not legally allowed to participate/place bets on
those websites. While those offshore gambling sites are considered legal in the jurisdictions
where they are based, national gambling laws in other places that criminalize online gambling
typically consider any unlicensed foreign online gambling sites as illegal (Schmidt-Kessen,
Hörnle, & Littler, 2019). Online gambling sites with an offshore license are subject to
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regulation by the respective gambling authority; but their rules and practices are relatively
lenient, compared to the ones by the U.S. gambling authorities. For example, while legal
online gambling sites in Nevada are required to implement self-exclusion programs, the
program is not required for the ones based in Alderney (see Alderney Gambling Control
Commission, 2015; Velotta, 2021).
Concerns and Risks. Offshore gambling sites have caused much public concern;
people believe that their existence compromises domestic legal gambling markets and that
these sites lack online safeguards against gambling addiction and consumer protection.
Firstly, competition from offshore gambling sites may encroach on legal gambling markets,
causing a loss in gaming revenue of the legal operators and tax revenue to the state
(Gainsbury, 2012; Gainsbury, Abarbanel, & Blaszczynski, 2019; Gainsbury, Parke, &
Suhonen, 2013). Given that customers in the U.S. legal gambling market include not only
residents, but also gambling tourists from where legal gambling is not available, offshore
gambling sites - who allow gambling from anywhere - could weaken gambling tourism as
well as the legal gambling market.
Bypassing strict restrictions of U.S. jurisdictions, offshore gambling sites may have
competitive advantages not only over legal land-based casinos/gambling (e.g., ease of placing
bets, free online gambling games, and enhanced social functions and game experience) but
also over legal online operators. Legal online operators are subject to taxes (and thus must
make allowance for taxes and fees in their revenue when offering gambling services) and
limited in marketing and promotions. In contrast, the offshore operators evade regulatory
compliance costs altogether, allowing them to offer more attractive odds, betting options,
payout rates and promotions, as well as lower transaction fees (Gainsbury, Abarbanel, &
Blaszczynski, 2019). In addition, the ease of the registration process is a reason why players
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prefer an illegal online gambling site. Most of the U.S. legal gambling sites require in-person
identity verification as a part of the account creation process, whereas the illegal sites allow
either verification-free registration or online account verification (Gainsbury, Abarbanel, &
Blaszczynski, 2019). Illegal operators may have a better chance to secure more local
customers who are responsive to promotions, competitive payout rates, or convenience of
placing bets when choosing a site, and therefore revenue may continue to move offshore if
the illegal operators remain allowed to operate within a jurisdiction (Gainsbury, Abarbanel, &
Blaszczynski, 2019).
Secondly, unlicensed gambling sites may not abide by regulations designed to protect
players from negative consequences of online gambling, especially as it relates to problem
gambling (Gainsbury, Parke, & Suhonen, 2013). The gaming industry and state government
are responsible for providing related information about the risks associated with gambling
and for developing harm minimization strategies to facilitate responsible gambling
(Monaghan & Blaszczynski, 2010). It is known that online gambling has distinctive elements
that may lead to the development or aggravation of problem gambling, such as easy access to
the game in isolation from other people, the riveting games and graphics, and the use of credit
and various payment methods (Monaghan, 2009; Siemens & Kopp, 2011). Accordingly, legal
online gambling sites are required to have responsible gambling tools in place that meet
jurisdictional requirements. Responsible gambling tools for online gambling sites may
include links to gambling disorder assistance, self-assessment questionnaires for problem
gambling, notices regarding warning signs of risky patterns of play and financial transactions,
self-exclusion, and limit setting options (Gainsbury, Parke, & Suhonen, 2013).
Minimizing harms associated with gambling is one of the main reasons for
regulations that aim to reduce the use of illegal online gambling sites (Gainsbury et al., 2015;
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Wood & Williams, 2007, 2011). Multiple studies reported that users using illegal online
gambling sites had greater gambling disorder severity and gambling-related harms than ones
using legal sites (Costes et al., 2016; Gainsbury, Abarbanel, & Blaszczynski, 2019). It is
likely that offshore gambling sites have not adopted rigorous, responsible gambling tools and
practices, which is partly because of their ability to bypass regulatory requirements set by
state regulators.
Some immoral sites even target problem gamblers (Gainsbury, Abarbanel, &
Blaszczynski, 2019; Hing et al., 2014b). For example, it was reported that Google search
results for Gamstop (a UK gambling self-exclusion services that help people dealing with
gambling addiction) also pulled up adverts for offshore gambling sites; some were even
specifically advertising themselves as not blocked by Gamstop – those sites were capable of
bypassing software put in place to prevent gambling addicts to be exposed to such adverts on
Google (Cole, 2020). This practice exposes vulnerable individuals to gambling advertising
materials and risks a return to gambling at a time when they are seeking help for addiction;
such strategies have been blamed for compromising regulatory efforts to impede gambling
addiction (Cole, 2020).
Thirdly, unregulated gambling sites are less likely to offer rigorous consumer
protection or follow formalized dispute resolution procedures, which increases the risk of
consumer victimization (Banks, 2017). With little to no oversight, unscrupulous gambling
sites are notorious for their predatory practices, including: stealing players’ deposits,
winnings, or personal details; delaying cashouts; unhelpful customer support; cheating
consumers with unfair games; or the use of complex terms of agreement and wager
requirements used to prevent players from withdrawing their winnings (John, 2021). Some
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fake sites imitate legitimate gambling sites by cloning legitimate sites’ design, graphics, and
content to fool unknowledgeable players into making deposits to their sites (Griffiths, 2009).
Although players are victimized by illegal online gambling sites, they often have little choice
but to become ‘helpless’, as they are reluctant to take a legal action because of their illegal
online gambling activities (Gainsbury & Wood, 2011).
Dodging Tactics. The U.S. strictly restricts illegal online gambling by blocking
financial transactions to illegal operators; the UIGEA requires the financial institutions to
restrict payment systems (e.g., credit/debit cards and bank wire transfers) that are connected
with online gambling activity, which seemingly makes the illegal gambling business
unprofitable, uncertain, and highly risky (Homeyer, 2011). The federal ban also forced other
payment processors like digital wallet companies (e.g., Neteller) to stop doing business in the
lucrative U.S. online gambling market (Silver, 2011). It is a big challenge for illegal operators
to enable customers to move funds in and out of accounts while avoiding the detection. As an
effort to continue their operation while concealing their identity, illegal online gambling sites
have come up with practices that can render the business anonymous, such as prepaid cards,
cryptocurrency, and personal information protection (Choi et al., 2020).
Prepaid Cards. Many credit card companies offer a prepaid card (a payment card
with a preloaded amount stored on the card itself) that is available to purchase online or at
retail locations, including Visa Prepaid/Gift Card, UnionPay, PaySafeCard, EcoPayz, and
WebMoney. Funding casino accounts with prepaid cards is becoming one of the popular
deposit methods employed by offshore gambling site. As prepaid cards are not connected
with a user’s personal bank account or any sensitive information, using these cards render the
user financially anonymous, which enables players to avoid the risk of the transaction being
declined by their bank or having their information accessed by third parties (Spencer, 2020).
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Cryptocurrency. Cryptocurrency is a digital medium of exchange that uses
cryptography to conduct a secure financial transaction (Narayanan et al., 2016) and has been
used as another alternative mean of payment by many online gambling sites. The oldest and
largest cryptocurrency is Bitcoin. Bitcoin initiates a direct peer-to-peer electronic transaction
based on cryptographic proof instead of trust, enabling direct transactions between two
willing parties without the involvement of any trusted third party (Nakamoto, 2008). Bitcoin
can be purchased, sold, and exchanged for other currencies with a digital wallet coupled with
a unique, hashed address. All transactions are encrypted and recorded in a blockchain, a
growing list of public records showing all Bitcoin transactions that are open, distributed, and
shared to the public; monitored and maintained by volunteers (and owned by no authority;
Nakamoto, 2008). This system enables the exchange process to be transparent, and users can
make anonymous transactions as long as their wallet address is not linked with their personal
identifiable information.
A number of online gambling sites have used cryptocurrencies for their financial
transactions due to the benefits of using cryptocurrencies for both customers and operators.
Using cryptocurrencies is one of the fastest funding methods; the transaction process takes
only minutes to be completed, even for an international transaction (Choi et al., 2020). Some
cryptocurrencies require less than a dollar for transaction fees. It is also safe; cryptocurrency
deposits or withdrawals are guaranteed to be processed if you send it to the correct address,
as the transaction process is independent from financial institutions that could monitor and
block the transaction from being processed (Gainsbury & Blaszczynski, 2017).
In addition, cryptocurrency gambling sites provide a unique URL that a player can
use to deposit funds to wager and gambling games that automatically determine gambling
outcomes and send payouts instantly to the player’s wallet, without passing through the
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operators (Gainsbury & Blaszczynski, 2017). This system does not require a player account
or personal information to play, which allows players to gamble anonymously while avoiding
the risk of using unscrupulous sites (Choi et al. 2020). In addition, operators do not need to be
concerned about issues with fraud or non-payment as transactions are irreversible and
transparent (Gainsbury & Blaszczynski, 2017).
Another advantage of cryptocurrency gambling site is that it can offer users low
transaction fees and charges (Choi et al. 2020). The operators using cryptocurrency as a sole
payment can maintain sites with reduced overheads, such as low transaction costs, licensing
fees, regulatory compliance costs, and possibly tax. Costs saved are likely to be diverted into
a greater payout to customers (Gainsbury & Blaszczynski, 2017).
Given that few regulated online gambling sites in the U.S. have cryptocurrency
payment options, players using cryptocurrency gambling sites are highly likely to be illegal
gamblers. Also, the attractive benefits of using cryptocurrency to gamble (e.g., low
transaction fees and fast payout) may make players feel comfortable using unregulated sites,
which can exacerbate their illegal gambling behaviors (Gainsbury & Blaszczynski, 2017). In
addition, cryptocurrency gambling tends to be susceptible to problem gambling because of
the addictive nature of the games on those sites (characterized by instant game outcomes and
payouts; Choi et al., 2020). Given that gamblers tend to spend more money than intended
when gambling with credits, using cryptocurrency could lead to similar gambling problems
(Gainsbury & Blaszczynski, 2017).
The use of cryptocurrency in the online gambling market enables gambling operators
to process transactions in jurisdictions where traditional payment processors are banned from
processing online gambling transactions, making it difficult to effectively restrict online
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gambling (Gainsbury & Blaszczynski, 2017). In addition, the on-going debate as to whether
cryptocurrency should be classified as currency, money, or an item of worth is advantageous
to some cryptocurrency gambling sites that do not follow regulatory requirements or wish to
dodge gambling restrictions. This is because the ambiguous classification of cryptocurrency
means it can be interpreted as falling outside of the language generally used in regulations for
the classification of gambling activities (Gainsbury & Blaszczynski, 2017).
Personal Information Protection. Online gambling is a lucrative business, starting
with a lower cost of running a physical establishment compared to the offline casino.
However, it presents not only an opportunity but a challenge to continue to operate the illegal
online gambling business. One of the challenges that illegal online gambling operators face is
to stay far from law enforcement investigations. Accordingly, they employ several methods
that discourage law enforcement from tracking their identity and sources of service in
cyberspace, such as the use of domain proxy service and content delivery network (Choi et al.
2020).
To launch a site, online gambling needs a domain name and server (Homeyer, 2011).
The site needs a certain domain name that is required to be registered by an authorized
agency (“Domain Name Registration Process,” 2017). A domain name is the address of a
website to identify a particular webpage on the Internet. The name represents an Internet
Protocol (IP) resource, which is a set of rules for exchanging the format of data across the
Internet or a series of other networks (Gil, 2017). Once a domain name is registered, the
registrant owns the website and has the authority to operate the website (“Domain Name
Registration Process,” 2017). The contact information associated with registered domain
names (e.g., name, address, email, and phone number) should be stored and publicly
displayed in the WHOIS database, regulated by the Internet Corporation for Assigned Names
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and Numbers (ICANN), that contain hosting information of websites and IP databases
beyond domain names (“About WHOIS,” n.d.). Many domain registrars provide anonymous
domain registration services, called the WHOIS privacy service or the domain proxy service,
which protect the personal information of the gambling site from the WHOIS searches; this
hides the owner's confidential information from spam, marketing firms, and online fraudsters
(Mercer, n,d.).
In addition, online gambling requires servers (i.e., computers storing all forms of
data, files, and other necessary software) to run the website (Mitchell, 2017). A server is
offered by the web hosting company supplying a service that allows customers to host a
website (“How to choose,” 2017). Having its own IP address, the host computer assigns an IP
address for the data and files to the domain name through the Domain Name System,
whereby the webpages can be delivered through the browser to the computer of Internet users
who type its domain name into their browser (“What is Web Hosting?, ” n.d.).
Companies doing online business nowadays do not simply rely on web servers to
assure their online operation; instead, they also use a content delivery network (CDN) that is
a system of geographically distributed servers allowing fast delivery of website contents to
end-users (Beal, n.d.). While a CDN does not host a website, it helps improve websites’
performance and protect them from malicious cyberattacks by hiding the origin server IP.
Choi et al. (2020) reported that some illegal gambling websites operated while concealing
confidential information of their servers and resources by using a domain proxy service and
CDN. The hidden information remains protected in the WHOIS database from access by
authorized entities, while CDN hides a route to servers. This discourages an effective cyber
investigation for tracking down illegal gambling operators by law enforcement. It is notable
that these personal information protection techniques, which were created as a method of
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protecting websites from cyberattacks, have been widely taken advantage of by illegal
gambling websites.
Players Using Offshore Gambling Sites

To date, few studies have examined players’ motivations and behaviors in selecting
offshore gambling sites. Australian scholars examined online gamblers’ use of offshore
versus domestic gambling sites to identify differences when it comes to player motivation
and behavior (Gainsbury et al., 2018). With a sample of 3,199 Australian adult gamblers
recruited from different web resources, they found that offshore gamblers chose sites based
on reputation, price, betting options, and ease of play while domestic gamblers were more
likely to choose sites because of their legality, the availability of harm minimization
instruments, and whether they had a corresponding account with the company in a land-based
setting. Online gamblers also differed in their perceptions of benefits associated with online
gambling – offshore gamblers cited the variety of games, better prices, and a better gaming as
well as social experience, while domestic gamblers focused more on discomfort with landbased gambling and the convenience of gambling online. Regarding demographic
differences, the authors found that offshore gamblers were more likely than domestic
gamblers to be male, younger, unmarried, less educated, less likely to work full-time, and
more likely to speak a foreign language at home. In terms of gambling behaviors, the
offshore gamblers tended to be more engaged with gambling, showed higher levels of
problem gambling severity, and had relatively less accurate knowledge of the prohibition of
offshore sites (Gainsbury et al., 2018).

Another Australian survey of 1,001 Australian online gamblers who had gambled in
the past month, found that offshore gamblers were more likely to be younger, highly
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educated, and either working full-time or a student. These users were engaged in a wider
variety of online games and also exhibited more problem gambling symptoms. When
choosing an online gambling venue, offshore gamblers were more likely than their domestic
counterparts to be influenced by payout rates, game experience, and the advertising of a site
as a domestic one. It is notable that consumer protection mechanisms and harm minimization
tools did not play an important part in either groups’ choice of sites. The study also indicated
that regulatory ignorance and the legitimacy of a site were not major factors in selecting sites
(in fact, most online gamblers in this study – regardless of site preference – did not know the
legality of their preferred websites; Gainsbury, Abarbanel, & Blaszczynski, 2019).
Online Casino Reviews as Protector or Enabler
Online casino reviews are websites that provide the most comprehensive set of
information regarding online gambling, such as site reviews and promotions, news, game
rules, guides to online gambling, blacklists of gambling sites, and gambling laws. Most of the
review sites operate under the gambling affiliate marketing program, a marketing model
offered by a gambling affiliate network which is a platform that allows gambling operators to
promote their offers by connecting them with gambling affiliates (Sutevski, n.d.). The main
task of gambling affiliates is to bring new customers to online gambling sites by promoting or
writing a review about their services and products (Lopez-Gonzalez & Tulloch, 2015). An
affiliate link (i.e., a URL that directly links to betting pages or sign-up pages of specific
gambling sites) is included in the promoting post. If a potential user follows the link and
places bets at the gambling sites through the affiliate link, then the affiliate earns a
commission. Therefore, the U.S. legal online gambling market is benefiting from affiliate
programs; gambling affiliates are highly incentivized to attract new customers to an online
gambling site through review sites. In turn, the growth of review sites contributes to
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increasing public awareness and educating the public in this relatively new market (Houghton
et al., 2019; Schneider, 2015). Some affiliates even provide a list of rogue gambling sites
meant to help players avoid being cheated or victimized by malicious operators. In this sense,
casino review sites can help protect consumers from falling victim to offending websites.
Although U.S. gambling affiliate marketing is growing in the legal online gambling
market, there are still numerous affiliates advertising illegal gambling sites as well (Ruddock
& Gros, 2020). In fact, it is more lucrative for affiliates to work for the ‘large’ black market
than the ‘small’ legal market. In addition, affiliates cannot readily start working for the legal
operators due to the high standard that the U.S. has for licensing gambling affiliates. For
example, if you want to be an online gambling affiliate in New Jersey, you are not allowed to
advertise offshore gambling sites and need a vendor registration and/or an ancillary casino
license to be qualified to get any payment from the legal operators. This is quite expensive
and involves a complex process; therefore, not many choose that option (Ruddock & Gros,
2020).
Since they receive payments from offshore operators, a lot of review sites in the
black market are likely to favorably promote offshore sites for the success of their business
(Brozio, 2018; Sutevski, n.d.). This might be the downside of online gambling reviews since
many players joining new gambling sites tend to see the reviews as a reliable source of
information with which to evaluate online gambling services, products, and quality and from
which acquire knowledge about the legality of online gambling in the U.S. Biased reviews
could mislead players who lack adequate knowledge on online gambling, instead of helping
them with factual information about the gambling site. Black market sites may, in fact,
engage in questionable interpretation of online gambling statutes in order to lure new
customers to offshore gambling sites; such tactics may unwittingly lead people to become
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involuntary illegal online gamblers. From this perspective, casino review sites help offending
by gamblers, who are sometimes unwitting offenders.
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CHAPTER 3
THEORETICAL FRAMEWORK
Players may use offshore gambling sites for various reasons; but it cannot be certain
whether they do it knowingly or unknowingly. The theoretical framework section attempts to
understand both the offender and victim perspectives of offshore players through existing
theoretical frameworks, including routine activities theory (RAT) and framing theory. The early
part of this chapter begins with a review of RAT literature on cybercrime, followed by the
application of RAT to illegal online gambling activities done by players as voluntary illegal
online gamblers. The second part of the chapter will review literature on framing theory and
the role of online casino reviews in understanding players as involuntary illegal online
gamblers.
Routine Activities Theory
RAT and rational choice theory (RCT) are complementary rather than competing
explanations for crime and deviance (Tillyer, 2012). While RAT accounts for the necessary
components of crime events, RCT describes offenders’ decision-making processes. These two
perspectives commonly assume that individuals are naturally self-serving, have the free will
to choose their own behavior, and are motivated by a tendency to pursue pleasure while
avoiding pain (Cornish & Clarke, 1987), which stems from a utilitarian belief that individuals
choose to conduct certain behaviors maximizing their pleasure (or benefit) and minimizing
possible pain (or cost). When it comes to crime, offenders are viewed as rational decisionmakers who are motivated to engage in a crime if the benefits of the crime outweigh the costs
or the losses. Therefore, consequences for crime and deviance should be swift, certain, and
severe so that the pain resulting from crime outweighs the expected pleasure, deterring
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individuals from committing crime as they seek their own self-interests (Tillyer, 2012).
RAT focuses on offenders’ perspectives of criminal opportunity as key to
understanding crime events and deviant behaviors, which emphasizes the importance of
immediate environmental and situational factors and their influence on crime-generating
situations or circumstances associated with the space and the timing of crime events. Cohen
and Felson (1979) asserted that a crime can occur when 1) a motivated offender (i.e., an
individual with criminal motivations), 2) a suitable target (i.e., an individual or property
vulnerable to crime), and 3) a lack of capable guardians (i.e., an absence of individuals who
can disturb someone committing crime) converge at the same time and place. The
conjunction of these components for crime helps people translate their criminal inclinations
into actions and facilitates potential victims becoming actual victims. The occurrence of
crime events can be fueled (or deterred) by other persons or circumstances in the situation
that encourage (or discourage) the events.
While studies on RAT tend to focus on general predatory crime patterns at the macrolevel (Cohen & Felson, 1979; Cohen, Felson, & Land, 1980; Messner & Blau, 1987;
Sherman, Gartin, & Buerger, 1989), some researchers have tested RAT to account for specific
types of offending, including property crime (Massey, Krohn, & Bonati, 1989; Miethe,
Stafford, & Long, 1987), delinquency (Bernburg & Thorlindsson, 2001; Jensen &
Brownfield, 1986; Osgood et al., 1996), robbery (Smith, Frazee, & Davison, 2000; Miethe &
Meier, 1990), homicide (Messner & Tardiff, 1985; Kennedy & Silverman, 1990), larceny
(Cohen & Cantor, 1980), white-collar crime (Felson, 1998), sex offending (Schwartz et al.,
2001; Tewksbury, Mustaine, & Stengel, 2008; Miethe & Meier, 1990), and burglary
(Robinson, 1999; Miethe & Meier, 1990). In addition, RAT has found considerable empirical
support at both the macro-level and at the micro-level of analysis. According to the macro33

level explanation of RAT, changing behavioral routines in society changes the opportunity for
crime. The theory assumes that the crime rates are affected by a change among any of the
three major elements, but the presence of all elements would have a substantial influence on
the crime rates (Cohen & Felson, 1979). Much macro-level research on RAT provides
findings consistent with the theory (Cohen & Felson, 1979; Cohen, Felson, & Land, 1980;
Messner & Blau, 1987).
Research on RAT at the micro-level of analysis focuses on victims’ characteristics
and routine activities associated with victimization experience (Jensen & Brownfield, 1986;
Kennedy & Forde, 1990; Mustaine & Tewksbury, 1998). Kennedy and Forde (1990) found
the risk of victimization varies depending on victim’s age, sex, and income. Turanovic,
Reisig, and Pratt (2014) reported that individuals with risky lifestyles were more likely to
experience violent victimization. Other researchers reported that those who had engaged in
illegal activities or had committed crime were more likely to be victims of crime (Jensen &
Brownfield, 1986; Mustaine & Tewksbury, 1998).
Application to Cybercrime
Under the assumption that virtual crime scenes are analogous to the terrestrial ones,
RAT has been supported as a theoretical explanation for cybercrime patterns (Yar, 2005).
Many scholars have applied RAT to cybercrime, a catch-all term that covers a broad range of
offenses associated with computers and networks (Casey, 2001). According to RAT, changes
in legitimate opportunity structures (e.g., technology) can facilitate the confluence of
motivated offenders, suitable targets, and a lack of capable guardians (Holt, Burruss, &
Bossler, 2018; Pratt, Holtfreter, & Reisig, 2010; Reyns, 2013; Yar, 2005). Changes in
technology and its adoption in society, such as the development and extensive use of the
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Internet, have influenced the routine activities of everyday life, generating opportunities for
offenders and increasing vulnerability for their targets.
Cybercrime scholars have applied RAT to specific types of offending, such as virus
and malware infection (Bossler & Holt, 2009; Choi, 2008; Holt & Bossler, 2013; Reyns,
2015), phishing (Hutching & Hayes, 2009; Leukfeldt, 2014), hacking (Leukfeldt & Yar,
2016; Reyns, 2015), identity theft (Reyns, 2013), web defacement (i.e., a cyberattack that
damages the visual appearance of a website; Holt, Leukfeldt, & Van De Weijer, 2020), sexual
victimization (e.g., receiving sexual solicitation; Marcum et al., 2010), consumer fraud (Pratt
et al., 2010; Van Wilsem, 2011), and illegal online gambling (Choi et al., 2020). While
offender motivations tend to be treated as a given in much cybercrime research and thus
excluded from analyses (Holt & Bossler, 2013; Leukfeldt & Yar, 2016; Maimon et al., 2013,
Yar, 2005), some scholars have also focused on variation in offender motivation and its
relationship with target selection (Holt, Leukfeldt, & Van De Weijer, 2020). In addition,
cybercrime researchers have integrated RAT with other theoretical frameworks, such as selfcontrol (Holt et al., 2020) and lifestyle-exposure (Choi, 2008; Reyns, Henson, & Fisher,
2011; Holt & Bossler, 2009), supporting the flexibility of the theory.
Motivated Offender
Although the motivations for crime may vary based on actor and action, RAT in its
original form does not explain why individuals are motivated to commit crimes but simply
assumes that anyone can be a motivated offender and will commit crimes when opportunities
and suitable targets are available in certain times and places. In fact, numerous RAT studies
treat motivation as a constant (Holt & Bossler, 2013; Leukfeldt & Yar, 2016; Maimon et al.,
2013; Sasse, 2005; Schwartz et al., 2001).
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On the other hand, some scholars who account for offender motivations within the
context of routine activities argued that motivation is not a static factor, but a variable
affected by opportunities and guardianship associated with target selection (Parkin &
Freilich, 2015; Sasse, 2005). Many factors affect motivation, such as social, economic, and
structural conditions (Birkbeck & LaFree, 1993; Cohen & Felson, 1979; De Coster, Estes, &
Mueller, 1999; Mustaine & Tewksbury, 1999; Sasse, 2005). People may commit crime to get
something they value positively based on the rational calculation of costs and benefits related
to the offense (Clarke & Felson, 1993; Felson, 1998). Alternatively, motivations may involve
emotions, such that crime may be the outcome of an impulsive or irrational decision
influenced by the feelings of anger, frustration, or revenge (Decker, 1993; Felson, 1998).
Evidence shows that the likelihood of committing a crime differs based on the type of
motivation (Decker, 1993).
In cyberspace, there is a wide range of motivated cyber-offenders, such as hackers,
pirates, illegal website operators, and illegal gamblers. There will always be an ample supply
of motivated offenders who have greater proximity to their targets worldwide because of the
borderless nature of online spaces. Given the spatially and temporally-separated nature of the
online environment, offenders are not required to be co-present with their targets to commit a
crime.
Suitable Target
A suitable target can be any type of individual, object, or place against which the
motivated offender can commit a crime (Cohen & Felson, 1979). In cyberspace, there are
plenty of targets suitable for predation, such as online users, proprietary data, websites,
personal information, online payment, and computer system. Both motivated offenders and
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suitable targets are viewed as given situational factors for cybercrime
Felson (1998) argued that the extent of target suitability depends on four main
elements: the perceived value of the crime target (i.e., the characteristics of the target an
offender perceive as valuable), the inertia of the crime target (i.e., the physical properties of
the target that offer resistance to crime), the visibility of the crime target (i.e., the degree of
target exposure), and the accessibility to the actor (i.e., the ability to access and get away
from the target). Vulnerability to crime is associated with a person’s social characteristics,
including sex, age, and race. In addition, a vulnerable property is one that is unguarded or
easily accessible. In cyberspace, researchers have reported that the visibility and accessibility
of targets play a significant role in predicting the risk of victimization (Newman, Graeme &
Clarke, 2003).
However, due to significant differences between the virtual and terrestrial
organization of criminal events, not all components of RAT are compatible with the online
environment (Yar, 2005). For example, a target’s inertia – i.e., the “physical properties of
objects or persons that might offer varying degrees of resistance to effective predation” (Yar,
2005, p. 420) – is difficult to transpose in a straightforward way to the virtual environment, as
most targets in online spaces are viewed to be weightless in a physical sense.
Lack of Capable Guardians
A capable guardian can be anyone who, by their mere presence, would impede
potential offenders from committing a crime (Cohen & Felson, 1979). In other words, the
absence of capable guardians would make crime more probable. Guardians can be formal and
deliberate (such as police or security guards) or informal and inadvertent (such as neighbors,
family, friends, oneself, or even a stranger who walks through an area or whose presence
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plays a role as a guard of person or property). Felson (1998) emphasized the importance of
the informal control system that naturally facilitates crime prevention and deterrence.
Guardianship also includes “the physical or symbolic presence of an individual (or
group of individuals) that acts (either intentionally or unintentionally) to deter a potential
criminal event” (Hollis-Peel et al., 2011, p. 54), such as a closed-circuit television (CCTV)
through which someone can monitor the crime site despite their physical absence in the site
(Hollis-Peel et al., 2011). If the concept is applied to cyberspace, there are various capable
guardians, ranging from human factors (e.g., law enforcement agencies, network
administrators, website operators, forum moderators, online users, peers, and family) to
technological guardians (e.g., website blocker, firewall, anti-virus and malware software,
intrusion detection system and ID authentication).
Player as a Voluntary Illegal Online Gambler
According to RAT, a crime can occur when a motivated offender and a suitable target
come together in the space where there is no capable guardian (Cohen & Felson, 1979). RAT
can be applied to illegal online gambling activities in that an illegal online gambler (a motivated
offender) deliberately targets offshore gambling sites (i.e., an attractive target) based on their
attractiveness, especially in the absence of capable guardians. The following will discuss illegal
online gambling activities with some of the main components of RAT.
Target Attractiveness. This section discusses target attractiveness from the
perspective of the motivated offender in cyberspace. In many RAT studies, there is overlap
between the ‘target’ and the ‘victim’ (i.e., the target and the victim are the same), as their
main focus is on ‘direct contact victimization’ in both terrestrial (e.g., see Bernburg &
Thorlindsson, 2001) and virtual spaces (e.g., see Marcum et al., 2010). This overlap has also
been observed in studies of property crimes, as most of them were based on the perspective
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of the victim (e.g., see Holt et al., 2020; Miethe, Stafford, & Long, 1987). However, recent
studies that examined property crime from the offender’s perspective focused on the
attractiveness of ‘target’ itself, seeing the ‘target’ and the ‘victim’ separately (Holt, Leukfeldt,
& Van De Weijer, 2020). Since this study focuses on an online gambling site (i.e., a web
property), I deem any virtual venues targeted for committing illegal online gambling as the
‘target,’ not the ‘victim.’
Target attractiveness associated with using offshore gambling sites can be viewed
from the aspects of a target’s: value, visibility, and accessibility.
Value. When discussing illegal online gambling, certain characteristics of a gambling
site may affect the target’s value to the offenders and therefore their site selection decision.
Research indicates that characteristics preferred by offshore gamblers include reputation,
promotion, payout rates, a range of games available, and consumer experience (Gainsbury et
al., 2018; Gainsbury, Abarbanel, & Blaszczynski, 2019), which would be of high value as
those aspects are beneficial to the gamblers. In addition, given some disadvantages of using
online casinos over the land-based ones (such as unreliability of Internet site or safety
concerns; Gainsbury et al., 2018), offshore gamblers may also prioritize sites that are
seemingly reliable and safe.
Visibility. Target visibility refers to the exposure of targets against which offenders
want to commit crimes. A number of cybercrime scholars reported that the online activities of
a target contribute to increasing its visibility and, subsequently, the possibility of being
targeted (Choi, 2008; Hinduja & Patchin 2008; Holt & Bossler, 2015; Leukfeldt & Yar, 2016;
Marcum et al., 2010; Pratt et al., 2010; Van Wilsem, 2011). As to illegal online gambling,
offshore sites advertise themselves to increase their visibility to their target population
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through numerous channels, such as search engines, social media, forums, affiliate programs,
porn sites, blogs, text messages, and emails (Choi et al., 2020; Griffiths, 2017; Kim & Lee,
2019; Yang et al., 2019). In a number of jurisdictions where online sports betting is legally
provided, sports betting companies sponsor sports to increase brand exposure (especially
during live and broadcast sports events) so that the broader public can see their brand through
various means (e.g., sporting stadia, player uniforms, scoreboards, and perimeter boards;
Hing et al., 2014a). As a result of their high visibility, it is possible that these gambling sites
(which might have valid licenses in certain jurisdictions) are more likely to be targeted by
potential offenders outside of the jurisdictions.
Accessibility. Target accessibility refers to offenders’ ability to access and then get
away from their target (Felson, 1998). Yar (2005) asserted that the target accessibility in
cyberspace is related to the structural aspects of online environments. When it comes to
illegal online gambling, it is theoretically possible for online users to access any gambling
sites, which are always available online. Many illegal online gambling sites open their door
globally, taking bets from players in most countries. Given that potential illegal gamblers
must make a deposit to a gambling site before placing a bet and getting rewards with a real
money, a range of available deposit/withdrawal methods may also affect the level of target
accessibility; the more payment options an online gambling site has, the more ways a player
can gamble online for real money.
Lack of Capable Guardians. Yar (2005) argued that, in cyberspace, guardians tend
to be divided into formal, informal, and technological guardians.
Formal Guardians. Formal guardians are typically known as the law enforcement
agent and the prosecutor (Cohen & Felson, 1979). Most police investigations have been
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focused on illegal online gambling operators and only rarely on illegal online gamblers.
However, investigating illegal online gambling operations can be difficult, as many offshore
gambling sites operate outside the purview of the U.S. gambling laws and law enforcement
agencies. It is known that law enforcement agencies tend to lack the ability and resources for
effective cybercrime investigation (Choi, 2015) and struggle to keep pace with illegal
websites’ advanced technologies (Banks, 2017). Masogo and Mofokeng (2018) reported that
an unsuccessful investigation of illegal online gambling operation could be attributed to
insufficient knowledge, skills, and resources toward cybercrime investigation. They further
noted that unsuccessful prosecutions of illegal online gambling operators were mainly caused
by an inability to properly collect digital evidence, which needs to be submitted to the
prosecuting authorities. These findings imply that considerable resources and efforts need to
be invested in improving cybercrime investigations and prosecutions in order for formal
guardians to act as effective deterrents to illegal online gambling.
Although lacking arrest powers, security guards can be seen as exercising formal
guardians as they restrict potential offenders from committing crime against individuals or
properties (Hollis-Peel et al., 2011). In the context of online gambling businesses, operators
themselves may act as security guards to protect their sites from unacceptable access or
players with inappropriate behaviors, as online gambling sites face a number of threats,
including hackings and frauds (Idenfy, 2020). Some operators conduct account verification,
which usually requests identifying documents online, to identify a player’s personal
information (e.g., age, address, and phone number) and verify the identity connected with the
player’s account. Through account verification, operators can prevent scammers from using
their sites for criminal activities and cope with unexpected activities caused by the players.
Informal Guardians. RAT emphasizes how significant informal guardians (e.g.,
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family, friends, and neighbors) are to deter crime from occurring (Cohen & Felson, 1979),
which also has been supported by multiple gambling studies (Shadmanfaat et al., 2020; Sirola
et al., 2019). Shadmanfaat and her colleagues (2020) reported that strong social bonds
predicted low tendencies to engage in illegal online sports betting. In other words, if a person
is freed from the constraints of social bonds with her/his family, friends, or teachers, s/he is
less likely to engage in daily tasks and believe in traditional social norms, while being more
likely to commit deviant acts like illegal online sports gambling. Another study reported that
among young social media users, loneliness was positively related to compulsive gambling
and moderated the association between compulsive gambling and daily gambling-community
participation, which suggests the importance of informal guardians in preventing crime from
occurring (Sirola et al., 2019).
A gambling review site in this context can act as an informal guardian due to one
major piece of information it provides – a blacklist of online gambling sites. Dishonest
gambling operators might be blacklisted if they victimize gamblers with a number of scams,
made possible since they operate the site with little or no oversight (Banks, 2017). Such
predatory practices are less likely to backfire than if they were U.S. legal gambling operators,
as offshore gamblers are also gambling-law breakers who are afraid to reporting their
victimization to the police. Therefore, players who recognize the risk of victimization
involved with using illegal online gambling sites often rely on information from online casino
reviews to avoid malicious gambling sites. Some of the sites share and update a list of online
gambling sites that have been blacklisted based on user reports or if the sites do not meet
criteria set by each site (e.g., rigged game, payment problem, spamming players, questionable
practices, and false advertising; “2021’s guide to blacklisted casinos”, n.d.). This blacklist
would warn players to avoid playing at disreputable online gambling sites, thereby serving a
42

vital role in preventing players from potential victimization from illegal online gambling
sites.
Technological Guardians. In cyberspace, technological guardians (e.g., automated
protection) can constantly guard digital property and data or prevent unauthorized access and
loss of the property (Yar, 2005). This concept is analogous to the idea of situational crime
prevention, which refers to changing a setting’s environmental design in order to deter certain
types of crime by increasing the efforts it takes to commit a crime and the risk of detection
for offenders (Clarke, 1995). As to illegal online gambling, there are some safeguards (e.g.,
website blocking) that are used to discourage unlawful participation in online gambling. Such
technologies are used by jurisdictions who attempt to block or blacklist unlicensed gambling
sites from being accessed by people within their territories or by online gambling operators
who try to block access from out-of-jurisdiction players.
However, such security measures can be circumvented. For example, gamblers could
use proxy servers, a virtual private network (VPN), or similar services that mask (or
manipulate) the identification of a user's geolocation or provide misleading information about
a user’s location (Griffiths, 2019), which could be deemed as fraud and result in criminal
prosecution. Some offshore gambling sites that restrict players to sign-up from their ‘real’
physical location can ban VPN access through various methods (e.g., a reverse DNS lookup
and packet analysis) in order to prevent a player from accessing from a banned jurisdiction or
from taking undue advantage of bonus offers or any illegal activities by creating multiple
accounts.
RAT assumes that offenders intentionally commit crime against their targets, driven
by various motivations (Cohen & Felson, 1979). Some players may knowingly use a certain
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illegal online gambling site for various reasons; however, others may unknowingly use an
illegal online gambling site while falsely believing that their gambling behavior is legitimate.
Their misunderstanding could be affected by misleading information or questionable
interpretations of U.S. gambling laws presented by online casino reviews. Given that RAT
has a limitation in accounting for an unintentional offender (Cohen & Felson, 1979), this
study employed framing theory to examine online casino reviews from the perspective of an
involuntary illegal player.
Framing Theory
Framing theory has been a leading theoretical framework not only in communication
studies but also in other disciplines, ranging from psychology, behavioral economics, political
science, sociology to criminology and criminal justice (Cacciatore, Scheufele, & Iyengar,
2016; DeVore, Choi, Li, & Lu, 2021; Harris & Gruenewald, 2020; Kort-Butler & Habecker,
2018). The disciplinary origins of the theory are divided into sociological and psychological
roots. Sociological approaches to framing are based on the assumption that individuals tend
to rely on causal attribution or their primary frameworks to process complex information,
while psychological framing assumes that individual perceptions toward information are
likely to draw on certain frames of reference (Tewksbury & Scheufele, 2009).
Framing refers to "select[ing] some aspects of a perceived reality and mak[ing] them
more salient in a communicating text (…) to promote a particular problem definition, causal
interpretation, moral evaluation, and/or treatment recommendation" (Entman, 1993, p. 53).
Framing is the way that people select and organize information to make stories that make
sense to audiences. According to the theory, any issue can be viewed and construed from
various perspectives. Chong and Druckman (2007) asserted that an author underlines certain
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issues and presents them through a particular perspective to encourage/discourage certain
interpretations and reorient how people see reality. In this manner, frames have an influence
on people's beliefs, attitudes, and behaviors (Tewksbury & Scheufele, 2009). Effective
framing structures an issue in a specific way that develops an intended conceptualization of
the issue (Chong and Druckman, 2007).
Frames, which are preconceived ideas that provide meaning and interpretation to
events associated with an issue, allow people to perceive, identify and react to the events by
helping them readily and quickly process new information (Chong & Druckman, 2007).
Frames are associated with a culture; every word of certain language evokes a frame. In
addition, people process information through their own frames, instead of choosing frames
offered by others for the interpretation, and tend to fit new information into them. If readers'
frames contradict an author's frame, information from the original author is normally
excluded from the reader’s perception as an exception or is distorted to fit their own frames
(Tewksbury & Scheufele, 2009). Here, this theory can explain how gamblers become victims.
Player as an Involuntary Illegal Online Gambler
Framing can stimulate public opinion and attitude toward an issue by underlining
certain aspects of the issue and eliminating the others; this phenomenon is called "framing
effects" (Chong & Druckman, 2007). When an issue is restructured into a rhetorically
structured news story, framing effects lead to the change that has a substantial influence on
the interpretation of the issue for audience. Authors engage in this reconstruction process
when they determine how to present information associated with an issue. They select images
and words that have an impact on how readers understand and react to the issue (Chong &
Druckman, 2007). In addition, they are also affected by a number of factors, such as social
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norms pressure from interest groups and personal desires; therefore, certain opinions,
recommendations, and evaluations are delivered to audiences while others are not – these
choices limit how audiences interpret the issue (Tewksbury & Scheufele, 2009).
When applied to illegal online gambling, online casino reviews under affiliate
programs may take into account their "money-making business" when deciding how to
present information about offshore gambling sites they are promoting (Brozio, 2018;
Sutevski, n.d.). The frames employed by these sites could limit how audiences perceive
offshore gambling sites and gamblers’ decisions to use specific sites. If the reviews use biased
opinions and evaluations of offshore gambling sites, readers are more likely to find the sites
favorable (Sutevski, n.d.).
In addition, authors attempting to suggest a certain frame to audiences tend to use
culturally original words that can connect to existing frames (Tewksbury & Scheufele, 2009).
For example, some gambling review sites promote certain offshore gambling sites as ‘USfriendly gambling sites’. The frame evoked by the word ‘friendly’ conjures up images of ‘a
warm smile’, ‘a kind friend’, or ‘a person behaving pleasantly’. Using this frame would allow
authors and audiences to have a shared reference about the images of the word (Tewksbury &
Scheufele, 2009). Rather than provoking negative images of illegal online gambling sites, the
sites associated with this frame would be seen as the ones that are truthful, legitimate, and
favorable to their customers. As a result, online gamblers who are new to offshore gambling
sites are likely to be misinformed and therefore deluded into using the sites, unknowingly
making themselves illegal online gamblers.
Neutralization Techniques. For the success of their business, online gambling
reviews promoting offshore sites are less likely to present information about the legality of
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using offshore sites in the U.S. as it is; they could rather provide false legal information about
gambling to mislead players into using the recommended offshore sites (Brozio, 2018). Also,
online gambling reviews could present a certain interpretation of online gambling regulations
via framing processes that can simultaneously neutralize illegal online gambling behavior by
providing justifications or excuses for the deviant behaviors. These processes coupled with
neutralization techniques can serve as tools to maintain participation of current offshore
players as well as to encourage potential players who are curious about online gambling to
place a bet on offshore sites.
Neutralization techniques are the justifications given before deviant acts. Sykes and
Matza (1957) suggest that offenders employ neutralization techniques prior to violating laws
and norms they believe in to neutralize their behaviors, self-blame, resulting guilt, and
shames. These offenders convince themselves in advance that their deviant behavior is
acceptable in their particular situation, which allows them to be freed to engage in the deviant
acts while protecting their self-esteem.
Sykes and Matza (1957) determined that there are five major types of neutralization
techniques: denial of responsibility, when people shift the responsibility of their deviant act to
outside forces beyond their control (e.g., “I did not know it was illegal because it was
introduced as legitimate.”); denial of injury, when people claim that their deviant behavior
does not cause any great harm or damage (e.g., “Using offshore gambling sites does not break
any laws.”); denial of the victim, when people claims that the victim deserves punishment or
retaliation (e.g., “Fees charged by legal online gambling sites are too high, therefore it is
better to use offshore sites.”); condemnation of the condemners, when people justify their
deviant behavior as the world is already corrupt, shifting the blame from them to the system
(e.g., “No legal action has been taken for gambling online.”); and appeal to higher loyalties,
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when people claim that their deviant behavior is out of loyalty to their social group or some
ideas or beliefs which are deemed to be more important than the law (e.g., “Players have right
to enjoy online casino games in any online gambling sites as long as they accept US
players.”). Scholars have applied neutralization techniques to various types of crime and
deviance, including theft (Dabney, 1995; Shigihara, 2013), abortion (Breenan, 1974),
unethical behavior of employees (Vitell & Grove, 1987), corporate crime (Piquero, Tibbetts,
& Blankenship, 2005), auto theft (Copes, 2003), deer poaching (Eliason & Dodder, 1999),
illegal copying of commercial software (Hinduja, 2007), and digital piracy (Moore &
McMullan, 2009).
The Current Study
Illegal online gambling sites are venues in which a number of crimes occur (Bank,
2017; Choi et al., 2020). Players knowingly target the sites while breaking their regional
gambling laws or are scammed by rogue gambling sites who operate outside regulated spaces
(Choi et al., 2020). Online casino reviews reduce the distance between players and online
gambling sites, providing information about online gambling (Sutevski, n.d.). While some
review sites help players avoid depositing at predatory gambling sites, others provide
misleading information to lure players into offshore gambling sites they are affiliated with
(Brozio, 2018; Sutevski, n.d.). While the examination of the relationships between the three
actors is important to understand the context of illegal online gambling, few empirical studies
have focused on it. Therefore, the main focus of this study is to explore the interactions of
gamblers with offshore gambling sites and online casino reviews, using RAT and framing
theory as the main theoretical frameworks.
In essence, this study attempts to understand the opportunity structure of illegal online
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gambling through quantitative analysis of online gambling sites that are accessible from the
U.S., but are not licensed by the U.S. gambling authorities. In addition, online casino reviews
are examined via content analysis to identify the role of online casino reviews in preventing
players from using rogue gambling sites. Using framing theory and techniques of neutralization,
this study examines how online casino reviews present information about offshore gambling
sites to encourage or discourage a certain interpretation of using the sites. Specifically, the
research questions being studied include:
1. What factors of offshore gambling sites affect the use of the sites by U.S. illegal
online gamblers?
This research question explores the extent to which online gambling site characteristics
impact the use of illegal online gambling sites in the U.S. by players using U.S. IP addresses.
In other words, the question examines which aspects of offshore gambling sites are attractive
to illegal gamblers in the U.S. Variable construction is guided by RAT and occurs through an
examination of a sample of online gambling sites. A website analytic tool will be also used to
retrieve additional information about the sample. Examining this research question will allow
us to determine site characteristics that predict the extent to which the online gambling site is
used for illegal gambling activities. Multiple linear regression will be used to examine this
research question.
In addition, this study examines the research question with structural equation
modeling constructed with the observed variables of offshore gambling sites based on RAT to
explore the extent to which the theoretically constructed factors of offshore gambling sites
predict the likelihood of an online gambling site being targeted by U.S. illegal gamblers. The
theoretical model will consist of the elements of target suitability and capable guardians. Target
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suitability will be operationalized by three elements, including the value, visibility, and
accessibility of online gambling site; capable guardians by a formal, informal, and
technological guardian. Through a confirmatory factor analysis, a set of observed factors will
construct each element as an unobserved latent factor. The structural equation modeling
analysis will determine theoretical predictors pertaining to the use of online gambling site for
illegal gambling behaviors.
2. Does the level of activity by online casino reviews playing as a guardian have
an effect on players’ decision on choosing offshore sites?
This research question examines the extent to which online casino reviews who
provide a blacklist of gambling sites act as informal guardians. It is expected that the more
online casino reviews blacklist a certain offshore gambling site, the less the gambling site is
attractive to illegal gamblers, and therefore the fewer monthly visitors the gambling site has.
This study will examine this research question along with the variables of RQ1.
3. What frame and tone do online casino reviews use to present information of
using online gambling sites they are promoting?
This research question explores the kinds of frames that online casino reviews employ
to encourage or discourage a certain interpretation of using online gambling sites they are
promoting in the U.S. In other words, examining this research question involves 1) capturing
overall tone toward offshore sites and the legality of gambling sites they are promoting, 2)
identifying what kind of words online casino reviews used to describe promoted online
gambling sites (given that some frames rely on culturally original words connecting to existing
frames; Tewksbury & Scheufele, 2009), and 3) using neutralization techniques to examine what
kind of frames online casino reviews used to justify the use of offshore gambling sites in the
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U.S. Framing theory is used in this study to capture framing effects that are generated through
online casino reviews in the process of presenting information of promoted gambling sites. A
content analysis of multiple online casino reviews will examine this research question.
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CHAPTER 4
STUDY 1: QUANTITATIVE ANALYSIS OF OFFSHORE GAMBLING SITES
Methods
Sample and Procedure
It is a big challenge to use representative sampling techniques when collecting Internet
sites, as it is almost impossible to establish the true size of the population because of the everchanging nature of the Internet. The Internet is constantly changing in terms of its size,
dimensions, and compositions (Schafer, 2002). Also, a comprehensive directory of Internet
sites is almost impossible to be accomplished in cyberspace, which makes it difficult to
establish the true size of the population of websites. As it is not practical to use a representative
sampling technique if a researcher cannot identify the true population, research examining
websites has little choice but to rely on a less accurate purposive sampling technique, a nonprobability sampling technique that relies on researchers’ own judgment when selecting a
sample (Schafer, 2002). Therefore, this study employed a purposive sampling technique to
collect a sample of online gambling sites.
The data collection for the first study described here was conducted from February 2
to 26 in 2021, using an IP address based in Nevada, USA. Since the focus of this study is on
illegal online gambling sites in the U.S., this study targeted online gambling sites that do not
have any valid gambling license in the U.S. and are accessible from the U.S. 9Social casinos,

9

This study did not take into account completely fraudulent sites because we cannot assure
whether a gambling site is completely fraudulent, not until we actually use the site. Every
gambling site (including) has an issue and a conflict with its customers. It is also not reliable
assessing if a site is fraudulent based on users reviews & experiences. Therefore, it is not
viable separating completely fraudulent sites from offshore sites.
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which provide free-to-play gambling-themed games (not gambling products) and do not
involve real money prizes, were also excluded since the focus of this study is on online
gambling sites. As the data collection process occurred in the U.S., any online gambling site
that blocks access from the U.S. was excluded from the sample. VPN or its alternatives was
not used to bypass the access controls.
This study used the Google search engine to collect the sample of online gambling
sites; Google has a massive amount of indexed webpages and effective search algorithms,
which are optimized for keyword research (“How search organizes information”, n.d.).
Multiple combinations of keywords were employed, such as the combination of the U.S. (US,
USA, American or Amer10), online, and gambling (casino, sports bet, sportsbook, sports betting,
poker, race, or slots; see Table 1).
As a result, a total of 153 offshore gambling sites were identified through the Google
keywords search at first; however, 28 of them blocked access from Nevada, U.S. Therefore,
this study examined a purposive sample of 125 offshore gambling sites 11 to identify
information that were later coded into variables based on the research questions (described in
more detail below). Additional variables were coded based on information collected from a
Search Engine Optimization (SEO) analytic tool, Ahrefs. SEO tools are used to track, measure,
monitor, and analyze website activity to help a website gain visibility in search results (“Search
Engine Optimization (SEO) starter guide”, n.d.). This study used Ahrefs due to its feature that

During the search, the word “Amer” was automatically changed to “American” in Google.
Therefore, the researcher decided to deem the former word as the latter, as this would happen
to a player as well.
10

11

The sites that mostly operate outside of the U.S. In the sample, most sites had a gambling
license valid in jurisdictions outside of the U.S. (n=123); the others did not show a gambling
license (n=2).
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allows its clients to view data of any given website. Examining an online gambling site through
a SEO tool produced data that helped assess the visibility aspect of the site, including monthly
website traffic from the U.S. and the number of referring domain and organic keywords.

Table 1 A List of Search Terms for Offshore Gambling Site
Keywords
U.S. online gambling

US online gambling

U.S. online casino

US online casino

U.S. online sports bet

US online sports bet

U.S. online sportsbook

US online sportsbook

U.S. online sports betting

US online sports betting

U.S. online poker

US online poker

U.S. online race

US online race

U.S. online slots

US online slots

American online gambling

USA online gambling

American online casino

USA online casino

American online sports bet

USA online sports bet

American online sportsbook

USA online sportsbook

American online sports betting

USA online sports betting

American online poker

USA online poker

American online race

USA online race

American online slots

USA online slots
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Dependent Variable
Website Traffic. The dependent variable for this study is the website traffic, which is
operationalized as monthly website traffic coming from the U.S. Website traffic refers to the
volume of visitors12 and does not necessarily include traffic from web crawler bots (“Site
explorer”, n.d.). Ahrefs provides the organic search13 traffic of website by countries, which is
estimated based on how many monthly visitors a website gets from Google (Hardwick, 2020a).
The U.S. website traffic of those online gambling sites unlicensed by the U.S. authorities
represents the degree to which the website is targeted and used for illegal activities by the U.S.
players.
Independent Variables
Value. Some players value certain aspects of offshore gambling sites. For this study,
the value was measured by multiple variables retrieved from a sample of online gambling sites,
including the number of games offered, website reliability, bonus, customer support, and
entertainment.
Number of Games Offered. Some players may be attracted to a site that offers a wide
range of game options (Gainsbury, Hing, & Blaszczynski, 2018). Therefore, this variable
measures the number of types of games an online gambling site offers. The type of game
includes casino style games, sports betting, poker, and race (i.e., a horse racing game). Each
type of game was coded as a binary variable, “yes” (1) or “no” (0), and subsequently the game
variable was calculated by summing up the values of the binary numbers to reflect the total

12

It includes traffic from both new and returning visitors. The volume of returning visitors
itself would not make a difference to the analysis because the dependent variable was used to
measure the degree to which a site was targeted, not the number of visitors.
13
Organic search results are the ones that are not paid advertisements (“Organic Search
result”, n.d.)
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number of games offered.
Website Reliability. Some players may value a trustworthy, legitimate online gambling
site (Gainsbury et al., 2018). Website reliability measures the extent to which an online
gambling site is safe and secure. This ratio variable was calculated by adding up the values of
multiple binary variables, including the Hypertext Transfer Protocol Secure (Https), offshore
license, and responsible gambling, each of which were coded as “yes” (1) or “no” (0).
Https refers to an Internet protocol for securing communication between the two
systems (e.g., the website and the user’s computer). It is a more secure version of Http protocol,
using either the Secure Sockets Layer (SSL) or the Transport Layer Security (TLS) protocol
that protects the integrity, authentication and confidentiality of data transfer (“Secure your site
with HTTPS”, n.d.). The Https variable represents whether a site uses Https protocol. Online
gambling sites face numerous cyberthreats; players may prefer online gambling sites that can
ensure that their funds and personal information are safe and secure. Any site that does not use
Https protocol may be less secure from cyberattacks.
The offshore license variable represents whether a site is licensed by any authorities
outside of the U.S. Even among online gambling sites unlicensed in the U.S., sites with valid
licenses in other jurisdictions may be perceived as more reliable than the ones without a license.
Most online gambling sites have to be registered in the jurisdictions where they want to launch
their business, which means they are required to follow rules and restrictions set by the local
gambling regulators. Being free from any restrictions, online gambling sites with no valid
gambling license are much more likely to be rogue and to engage in bad business practices
such as the use of flawed game software, payout fraud, and unauthorized use of personal
information (Gainsbury, 2012).
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Responsible gambling programs are designed to secure a fair and reliable gambling
environment and to protect players from having a negative experience as well as problem
gambling (Robillard, 2017). Players may want to keep their gambling behavior under control
and, as such, are likely to have a positive attitude toward responsible gambling tools and
resources (Gainsbury, Parke, & Suhonen, 2013). Therefore, the responsible gambling variable
measures whether a site has responsible gambling resources available for its customers.
Bonus. Offshore gamblers take into account bonuses and free credits when selecting
online gambling sites (Gainsbury, Hing, & Blaszczynski, 2018). Therefore, the bonus variable
represents the degree of promotional offer by an online gambling site and was measured by
summing up the values of three binary variables, including the presence of a welcome bonus,
“no deposit” bonus, and referral bonus, each of which was coded as “yes” (1) or “no” (0). A
welcome bonus (or sign-up bonus) refers to a promotion offered to players creating a new
account and making a deposit, which usually comes in the form of free spins or bonus cash. A
“no deposit” bonus can be used for new players to win in real money games with no deposit
required. A referral bonus is a promotion where a player receives bonus for referring friends to
his/her site, which is based on the deposit amount the referred players make.
Customer Support. Players may prefer a site with a solid, reliable customer support
system in place. The customer support variable measures how many types of customer support
services are provided from an online gambling site. The means of customer support include
phone, live-chat, email, and message board; each variable was dichotomized as “yes” (1) or
“no” (0), and subsequently added to produce the customer support variable.
Entertainment. It is essential for online gambling sites to have a lot to offer in the way
of entertainment, as players expect entertaining-gaming experiences from the sites (Gainsbury,
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Hing, & Blaszczynski, 2018). Some entertainment features of online gambling site include a
casino tournament, leaderboard, and live gambling, each of which was coded as “yes” (1) or
“no” (0) and then summed up to create the entertainment variable. A casino tournament is a
real money competition allowing players who signed up for the gaming event to play the same
game at the same time to win big cash prizes, which enhances the social feature of online
gambling (“Online Casino Tournaments”, 2021). A leaderboard is an aspect of gaming
competition that shows the ranking of players, based on their wins during the gaming session
(Epifani, 2021). Live gambling enhances the gambling experience and could be in the form of
either a live casino or in-play betting. A live casino is a form of online casino game that is
played with a human dealer hosting the games in a casino environment and broadcast live to
players. In-play betting is a form of betting that can be placed while the event, such as a
horserace or sports game, is taking place (“Live Dealer Casinos”, n.d.).
Visibility. The visibility of offshore gambling sites refers to the degree to which the
sites are exposed in cyberspace. This study established this component of target with the
variables collected from a SEO tool (i.e., Ahrefs), such as referring domains and organic
keywords.
Referring Domains. A referring domain is a website hosting backlink (Hardwick,
2020b). A backlink refers to a hyperlink from one webpage to another (Hardwick, 2020b; “Site
explorer”, n.d.). The higher number of referring domains a website has, the more websites or
webpages are referring users to that website. Therefore, this ratio variable could represent the
visibility aspect of online gambling site.
Organic Keywords. An organic keyword is a search term used to attract organic traffic
which is driven from keywords that do not include a pay-per-click keyword (i.e., paid
58

advertisements). For this study, the organic keywords variable represents the number of
keywords a website ranks for in the top 100 organic search results in Google; such data is
provided by Ahrefs (Soulo, 2020). An organic search result refers to “A free listing in Google
Search that appears because it’s relevant to someone’s search terms” (“Organic search result”,
n.d., para. 1). In other words, the variable shows how many times a website ranks in the top
100 Google search results from organic keywords. The higher number of organic keywords an
online gambling site has, the higher visibility it has in search engines, and therefore the more
likely it is exposed to potential users looking for a website for gambling.
Accessibility. This element indicates the extent to which offshore gambling sites are
accessible to consumers. For this study, a sample of online gambling sites was limited to the
gambling websites that can be accessible from Nevada, U.S. Therefore, this concept was only
measured by the two variables; the number of payment options for deposit and withdrawal.
Payment Options. Online gambling activity involves making a deposit and
withdrawing rewards. Therefore, having various deposit/withdrawal methods would increase a
player’s ability to access online gambling sites for illegal gambling activity. Payment options
for both deposit and withdrawal include: credit/debit cards, e-wallet, bank wire, check, person
to person, and prepaid card. Each deposit (or withdrawal) method was coded as “yes” (1) or
“no” (0), and then summed to create the payment options variable for both deposit and
withdrawal.
Formal Guardian. Formal guardian is operationalized as an online gambling site
operator, who can act as a security guard by verifying a user’s personal information. Therefore,
this dichotomized variable measures whether a site requests users to upload a copy of any
documents that can be used for proof of either identity, address, or ownership of payment
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method (e.g., driver’s license, passport, utility bill, and bank statement) to the website and is
coded as “yes” (1) or “no” (0).14

Informal Guardian. This study operationalizes informal guardian as a gambling
review site. Some gambling review sites provide gambling information, including a list of
rogue online gambling sites. The blacklist, therefore, may deter players from placing a bet on
illegal online gambling sites.
The data for this ratio variable was collected via Google search, with the name of each
gambling site in the sample combined with the keyword “blacklist”. Subsequently, the
researcher checked if an online casino review put a gambling site on its blacklist to warn about
the risk of using the site. Each attribute of the variable was calculated by counting the number
of online casino reviews blacklisting the gambling site within the most relevant results for each
search.
Technological Guardian. Technological guardian was measured based on the use of
VPN detection systems. The terms of service of each site in the sample was examined to
identify whether the site prohibits VPN access. This binary variable was coded as (1) if a site
bans VPN access, and (0) if it does not.
Control Variables
For control variables, this study employs multiple variables, including cryptocurrency,
years in business, and application. Cryptocurrency measures whether a site uses
cryptocurrency as a way of deposit and/or withdrawal. The benefits of using cryptocurrency

14

In general, offshore sites do online account verification in this way, while offline account
verification is mostly done by U.S. legal operators.
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for payment method may affect player’s decision to choose an online gambling site (Choi et
al., 2020). The cryptocurrency deposit and withdrawal variables were dichotomized as “yes”
(1) or “no” (0), and subsequently added to produce the cryptocurrency variable. The years in
business variable measures how many years a gambling site has been in business since its
establishment. Some players may prefer relatively old online gambling sites due to its
reliability and safety, others may prefer new online gambling sites due to their lucrative
promotions (“The differences”, n.d.). It is expected that whether an online gambling site is
relatively new or has been in business for a long time may affect the player’s decision.
Application measures whether an online gambling site has an application software, either
mobile or desktop version. This binary variable was coded as “yes” (1) or “no” (0). It is likely
that an online gambling site with an application software option may attract more players (Choi
et al., 2020). Although few scholars have focused on these aspects of offshore gambling sites,
it is reasonable to assume that they could affect player’s decision for choosing a site, as each
has its own merits. Therefore, these confounding variables need to be adjusted.
Statistical Analysis Methods
The analysis of the study includes two quantitative analytical models to determine
what factors of online gambling sites affect the use of the sites for illegal gambling activities
as well as to examine a theoretical application of RAT on illegal online gambling. To do this,
this study used SPSS 19 software for multiple linear regression and Mplus 7.4 software for
confirmatory factor analysis and structural equation modeling.
Multiple Linear Regression. A linear regression model illustrates the relationships
between variables by finding a straight line that best fits the observed data (Keith, 2014). A
multiple linear regression model is used to estimate the relationships between one dependent
61

variable and multiple independent variables that can be either continuous or categorical. Every
coefficient of the independent variables is related to a coefficient of the dependent variable,
which shows the contribution of each independent variable in predicting that of the dependent
variable (Keith, 2014). A linear regression is grounded on the assumption that there is no
autocorrelation between the residuals, the errors between predicted and observed values. The
regression analysis with control variables allows us to control the relationships for alternative
explanations and to estimate the expected degree of the use of U.S. illegal online gambling
sites at a certain degree of the observed factors of the sites, as well as how strong the causal
relationship is.
Confirmatory Factor Analysis. Factor analysis is a method used to determine if
observed variables reflect broader underlying latent variables called factors, allowing a
researcher to measure abstract concepts by reducing multiple variables into fewer numbers of
interpretable underlying factors (Brown, 2015). The factors are implied by the covariances
among multiple observed variables. It is an appropriate method for constructing a theoretical
model especially when theoretical elements are abstract concepts like RAT. Unlike an
exploratory manner in which the analysis is used to identify a structure of a set of observed
variables, confirmatory factor analysis (CFA) is used to test the theoretical relationships
between observed variables and unobserved variables in a hypothesized model driven by a
theory (Schreiber et al., 2006). This study employed this technique to create latent variables
that represent the elements of target suitability; Value (with Number of games offered, Website
reliability, Bonus, Customer support, and Entertainment), Visibility (with Referring domains
and Organic keywords), and Accessibility (with Payment options).
Structural Equation Modeling. Structural equation modeling (SEM) is a multivariate
statistical modeling technique that tests model fit and estimates coefficients based on
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hypothesized relationships between observed variables and latent variables or among latent
variables. It has been described as a combination of confirmatory factor analysis (measurement
model) and path analysis (structural model) - an extension of multiple regression that examines
more complicated relations among the variables to evaluate causal models (Bollen & Noble,
2011). Once estimating hypothesized relationships between factors and variables, a researcher
needs to conduct a model-fit test to determine how closely the hypothesized model is consistent
with observed data. Various indices of fit are used to assess the ability of a hypothesized model
to fit the data, such as absolute fit indices and relative fit indices. Absolute fit indices calculate
how well a priori hypothesized model fits observed data, while the relative fit indices compare
the performance between a hypothesized model and a baseline model whose null hypothesis is
that there is no correlations between observed variables (McDonald & Ho, 2002).
Unlike multiple regression, SEM measures remaining error variance and allows
correlations across exogeneous variables, regardless of being observed or latent (Bollen &
Noble, 2011). Given that this study aims to test a theoretical model of illegal online gambling
behavior grounded on RAT, this method is appropriate as the model includes hypothesized
causal relationships of a measured endogenous variable (i.e., Website traffic) - with the
theoretical elements consisting of observed exogenous variables (i.e., Number of games offered,
Website reliability, Bonus, Customer support, Entertainment, Referring domains, Organic
keywords, Payment options, Formal guardian, Informal guardian, Technological guardian,
Cryptocurrency, Years in business, and Application) and latent variables (i.e., Value, Visibility,
Accessibility; see Figure 1). Using this technique allows us to assess the applicability of RAT
by examining the degree of which the RAT elements predict player’s decision to select illegal
online gambling sites in the U.S.
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Figure 1 Diagram of Structural Equation Model for Factors Predicting Website Traffic

Results
Descriptive Statistics
Table 2 displays the descriptive statistics and the measurements in the current study.
Regarding the dependent variable (n=120), Ahrefs provided a monthly website traffic from the
U.S. for 120 out of 125 offshore gambling sites. The mean monthly website traffic was 11523.6
(SD=39602.491). For the independent-ratio variables, the average was 1.248 for Number of
games offered (SD=0.68), 2.496 for Website reliability (SD=0.533), 2.008 for Bonus
(SD=0.654), 2.472 for Customer support (SD=0.747), 0.872 for Entertainment (SD=0.907),
697.46

for

Referring

domains

(SD=1101.568),

3,686.76

for

Organic

Keywords

(SD=25,517.349), 2.632 for Payment options for deposit (SD=0.799), 2.712 for Payment
options for withdrawal (SD=0.94), and 7.600 for Informal guardian (SD=11.872).

64

Table 2 Descriptive Statistics of Variables
N

Mean (SD)

Frequency (%)

Min.

Max. Skewness

120

3.123 (1.038)

0.6

5.56

-0.263

125

1.248 (0.680)

1

4

2.777

Website Reliability

125

2.496 (0.533)

1

3

-0.308

Bonus

125

2.008 (0.654)

1

3

-0.008

Customer Support

125

2.472 (0.747)

1

4

-0.198

Entertainment

125

0.872 (0.907)

0

3

0.719

Referring Domains

125

4.101 (1.167)

5.56

7.13

-0.055

Organic Keywords

125

2.228 (0.872)

0

5.44

0.631

Payment

125

2.632 (0.799)

1

5

0.282

125

2.712 (0.940)

1

5

-0.161

0

1

-1.232

0
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2.000

0

1

1.285

Dependent Variable
Website Traffic
Independent
Variables
Number of Games
Offered

Options_Deposit
Payment
Options_Withdrawal
Formal Guardian

125

Informal Guardian

125

Technological

125

95 (76.0)
7.600 (11.872)
29 (23.2)

Guardian
Control Variables
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Cryptocurrency

125

1.672 (0.579)

0

2

-1.593

Years in Business

125

11.120 (7.910)

0

36

0.469

Application

125

0

1

-0.311

72 (57.6)

For the independent-binary variables, Formal guardian was identified in 76% of the
sample sites (n=95) and Technological guardian in 23.2% of the sites (n=29). For the control
variables, the mean of Cryptocurrency was 1.672 (SD=0.579), and that of Years in business
was 11.120 (SD=7.910). More than half of the sites offer application(s) for either desktop or
mobile (n=72, 57.6%).
Given that acceptable values of skewness tend to range from -3 to +3 (Brown, 2015),
the original data was highly, positively skewed in terms of three variables - Website traffic
(7.271), Referring domains (3.893), and Organic keywords (10.272), which violates the
assumption of normality in linear regression analysis. These non-normal distributions may
indicate that a small number of major offshore gambling sites take a large portion of U.S.
players and are exposed on the Internet to a relatively high level, compared to the other sites.
To adjust the highly right skewed distributions, this study conducted log transformation (base
10) for the skewed variables to achieve linearity. As a result, the skewness value became -0.263
for Website traffic (X̄=3.123, SD=1.038), -.0.055 for Referring domains (X̄=4.101, SD=1.167),
and 0.631 for Organic keywords (X̄=2.228, SD=0.872).
Multiple Linear Regression Model
This study first examined the multiple linear regression model of illegal online
gambling in which all the independent variables were tested at once. Table 3 shows the fit of
the multiple linear regression model, which indicates that the model fits the data well (R2=0.676,
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Adjusted R2=0.692). Findings on the effects of the features of illegal online gambling site on
the use of the sites by U.S. players are shown in Table 4 and graphically displayed in Figure 2.
Entertainment showed statistically significant relationship with Website traffic, indicating that
the website traffic increases by 0.185 for every one unit increase in the entertainment. This
suggests that U.S. players value the entertaining aspect of offshore sites, such as casino
tournaments, a gaming competition, live casino, and in-play betting. In addition, the visibility
variables - Referring domains and Organic keywords - were a significant indicator of Website
traffic, indicating that the website traffic increases by 0.597 (or 0.576) for every one unit
increase in the referring domains (or the organic keywords). This suggests that offshore
gambling sites with many webpages referring to them and high visibility in search engines
tended to have higher likelihood of being targeted by U.S. players. Contrary to our expectation,
the other features of offshore gambling sites do not significantly influence the use of the sites.

Table 3 Regression Statistics of the Multiple Liner Regression Model
Regression Statistics
Multiple R

0.822

R Square

0.676

Adjusted R Square

0.629

Standard Error

0.632
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Table 4 Multiple Linear Regression Analysis for Factors Predicting Website Traffics
Predictors

b

S.E.

β

t

p-value

Constant

0.209

0.587

-

0.355

0.723

Number of Games Offered

-0.066

0.116

-0.044

-0.568

0.571

Website Reliability

-0.066

0.116

-0.034

-0.563

0.575

Bonus

-0.081

0.112

-0.049

-0.718

0.475

Customer Support

0.016

0.091

0.011

0.172

0.864

Entertainment

0.185*

0.083

0.163

2.223

0.028

Referring Domains

0.597**

0.172

0.275

3.481

0.001

Organic Keywords

0.576**

0.103

0.456

5.575

0.000

Payment Options_Deposit

0.096

0.086

-0.008

-0.103

0.918

Payment Options_Withdrawal

-0.009

0.150

-0.057

-0.921

0.359

Formal Guardian

-0.138

0.150

-0.057

-0.921

0.359

Informal Guardian

0.006

0.006

0.071

1.089

0.278

Technological Guardian

-0.221

0.150

-0.088

-1.478

0.142

Cryptocurrency

-0.124

0.117

-0.070

-1.062

0.291

Years in Business

0.019

0.010

0.144

1.971

0.051

Application

0.196

0.129

0.093

1.521

0.131

Value

Visibility

Accessibility

Control Variables

*p<0.05, **p<0.01
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Figure 2 Diagram of Multiple Linear Regression Analysis for Factors Predicting Website Traffic

Structural Model
To examine if the theoretical elements of RAT can explain illegal online gambling
behavior, this study performed a SEM analysis based on data from 125 offshore gambling sites.
This study constructed a theoretically-driven SEM model with the strictly confirmatory
approach, which allows only one model based on the given theory for theory-testing (Muller
& Hancock, 2001). Confounding variables used in the regression model were excluded from
the model, as the main premise of RAT is limited to the “three minimal elements” (Cohen &
Felson, 1979, p. 589). First, latent variables were created for the elements of the target
attractiveness (i.e., Value, Visibility, and Accessibility) by conducting CFA. The results of
factor loading are shown in Table 5. As to the overall reliability, the Cronbach’s alpha value is
considered as adequate for the Value variables (0.647), high and good for the Visibility
variables (0.745), and reasonable for the Accessibility variables (0.673; Taber, 2018).
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Table 5 CFA Factor Loading for Latent Variables
Unstandardized

Standardized (STDYX)

Value (alpha=0.647)
Number of Games Offered

1.000

0.623

Website Reliability

0.244

0.194

Bonus

0.449

0.291

Customer Support

0.802

0.454

Entertainment

1.449

0.677

Referring Domains

1.000

0.789

Organic Keywords

1.889

0.866

Payment Options_Deposit

1.000

0.590

Payment Options_Withdrawal

1.480

0.742

Visibility (alpha=0.745)

Accessibility (alpha=0.673)

*p<0.05, **p<0.01

Table 6 Model-fit Test of the Theoretical Model
AIC

BIC

χ2

2554.014 2661.490 101.146**

df

CFI

TLI

RMSEA

SRMR

57

0.873

0.853

0.079

0.073

Following the CFA, the structural model was evaluated for the overall model fit to test
how well the model fits the given data, including three indices of absolute model-fit (i.e., chisquare, root mean square error of approximation [RMSEA], and standardized root mean square
residual [SRMR]) and two indices of relative model-fit (i.e., comparative fit index [CFI] and
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Tucker-Lewis index [TLI]; see Table 6). Two of three indices of absolute model-fit are within
acceptable range (RMSEA=0.079, SRMR=0.073). Although the result of the chi-square test
was significant (p<0.01), the researcher evaluated model fit based on the other indices of
model-fit because a chi-square test is deemed to be a less useful metric for model fit in
comparison with other descriptive fit statistics due to the its sensitivity to sample size (Shi, Lee,
& Maydeu-Olivares, 2019). Regarding the relative model-fit, the value of CFI (0.873) and TLI
(0.853) falls within a range of mediocre fit. Although the indices of model-fit indicate that the
measurement model does not fall in the category of a great fit between the model and the
observed data, this study proceeded with analysis, because the theory-driven approach
prioritizes a theoretically grounded model over model-fit statistics in social science (Tarka,
2018).
The findings of the structural model are described in Table 7 and graphically shown in
Figure 3. Table 7 shows both unstandardized and standardized model results. Among the
measures of the target attractiveness, Visibility was predictive of higher use of offshore
gambling sites by U.S. players (b = 2.267, p<0.01)15. The standardized coefficient of Visibility
(β = 0.843, p<0.01) indicates that it has the strongest relationship with Website traffic among
the exogenous variables. The standardized coefficient of Organic keyword indicates that the
number of organic keywords associated with an offshore gambling site in Google provided the
most substantial contribution to its website traffic among Visibility categories.
In addition, the findings indicate that there were positive correlations among the target
attractiveness factors. Statistically significant unstandardized correlations were observed
between Visibility and Value (0.087**) and between Visibility and Accessibility (0.072**). The

15

For every one unit increase in Visibility, Website traffic increases by 2.267.
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results indicate that both Value and Accessibility indirectly affected the use of offshore
gambling sites through the correlations with Visibility. These findings support the theoretical
assumption of target suitability in that an increase in attractiveness of the crime target increases
the possibility of the site being targeted by U.S. players.
Among the capable guardian elements, Informal guardian was predictive of lower use
of offshore gambling sites by U.S. players (b = -0.012, p<0.05), indicating the importance of
the guardian role of online casino reviews providing a blacklist of gambling sites. The finding
partially supports another theoretical element of RAT, capable guardians, by emphasizing the
importance of an informal guardian (online casino reviews) in preventing the use of rogue
online gambling sites.

Table 7 Unstandardized and Standardized Coefficients for SEM
Variable

Unstandardized

Standardized (STDYX)

Estimate

S.E.

P-value

Estimate

S.E.

P-value

0.115

0.286

0.688

0.045

0.112

0.687

2.267**

0.286

0.000

0.843**

0.070

0.000

Accessibility

0.019

0.243

0.937

0.008

0.107

0.937

Formal Guardian

-0.181

0.140

0.196

-0.072

0.056

0.197

Informal Guardian

-0.012*

0.005

0.015

-0.132*

0.055

0.016

Technological

-0.266

0.144

0.064

-0.105

0.057

0.064

Website Traffic on
Value
Visibility

Guardian
*p<0.05, **p<0.01
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Figure 3 Diagram for SEM Estimations

* Unstandardized coefficient (Standardized coefficient); *p<0.05, **p<0.01

73

CHAPTER 5
STUDY 2: CONTENT ANALYSIS OF ONLINE CASINO REVIEW
Methods
Table 8 A List of Search Terms for Online Casino Review
Keywords
U.S. online gambling reviews

US online gambling reviews

U.S. online casino reviews

US online casino reviews

U.S. online sports bet reviews

US online sports bet reviews

U.S. online sportsbook reviews

US online sportsbook reviews

U.S. online sports betting reviews

US online sports betting reviews

U.S. online poker reviews

US online poker reviews

U.S. online race reviews

US online race reviews

U.S. online slots reviews

US online slots reviews

American online gambling reviews

USA online gambling reviews

American online casino reviews

USA online casino reviews

American online sports bet reviews

USA online sports bet reviews

American online sportsbook reviews

USA online sportsbook reviews

American online sports betting reviews

USA online sports betting reviews

American online poker reviews

USA online poker reviews

American online race reviews

USA online race reviews

American online slots reviews

USA online slots reviews

Content analysis is a research method that interprets, codes, and evaluates textual
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material to make inferences about the messages from the texts (Stemler, 2000). Using content
analysis, researchers can quantify qualitative data to identify patterns or analyze the
relationships of certain concepts (Berelson, 1952). Therefore, content analysis is a proper tool
for this study, as frames or themes about offshore gambling sites need to be derived from
articles and information offered by online casino reviews that provide information about U.S.
online gambling.
Online casino reviews were collected through a Google search engine with the
combination of keywords, such as the U.S. (US, USA, American, or Amer16), online, gambling
(casino, sports bet, sportsbook, sports betting, poker, or race), and reviews (see Table 8). Online
casino reviews providing information about U.S. online gambling or promoting an online
gambling site in English were selected. As a result, a total of 102 online casino reviews were
examined from June 4 to 9 in 2021.
The sample was reexamined from November 11 to 19 to accomplish intra-rater
reliability. Intra-rater reliability is used to explain how consistent a single rater is in the same
assessment repeated over multiple occasions (McHugh, 2012). For intra-rater reliability, this
study used Cohen’s Kappa (κ) - a metric used to measure inter/intra-rater reliability for
categorical items. It was revealed that the researcher was consistent when measuring Legality
of promoted gambling sites (κ = 1). Regarding Overall tone toward offshore sites, this study
had almost perfect intra-rater agreement (κ = 0.96; McHugh, 2012). This might be because the
researcher’s judgement was affected by other factors (e.g., feedback of other scholars) between
the first and the second assessments (Bennell et al., 1998). When there were any differences of

The word “Amer” was automatically changed to “American” in Google search; therefore
the researcher deemed the former word as the latter.
16
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value between the two inspections, the researcher reflected the latest changes in analysis to
reflect updated information of online casino reviews to the analysis.
Each online casino review was inspected to capture basic information about the site
(e.g., the legality and the number of online gambling sites promoted by the online casino
review), words that describe promoted gambling sites, and portrayals of using offshore
gambling sites in the U.S., according to the data collection sheet (see Table 9). The legality of
gambling sites being reviewed variable was categorized as (0) No reviewed site, (1) Legal17,
(2) Offshore18, (3) Legal and offshore, (4) Social casino (Sweepstakes casino), (5) Legal and
social casino, and (6) Offshore and social casino. When coding words that describe promoted
gambling sites, this study used an inductive content analysis approach – a qualitative method
of content analysis that draws theory or themes from repeated examination and comparison of
raw data (Kyngäs, 2020) – due to the lack of previous studies examining the description of
offshore gambling sites in online casino review. While reviewing the material, the author
captured the words that indicate that the site prompts the use of online gambling sites or
describes those sites in a particular way, and then grouped the data by combining similar words
into broader themes (Downe‐Wamboldt, 1992).
Regarding frames of using offshore gambling sites in the U.S., each frame contains
multiple coding statements, capturing both the tone and the content. For example, the overall
tone toward offshore gambling sites is measured as either positive (1), neutral (2), or negative
(3). If the overall tone cannot be identified due to a lack of mentioning offshore gambling sites,

17

When a site exclusively promoted online gambling sites that were legal in one of the
jurisdictions in the U.S., it was coded as Legal.
18

When a site exclusively promoted online gambling sites that were not legal in any of the
jurisdictions in the U.S., it was coded as Offshore.
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it was coded as (0). When coding the portrayal of using offshore gambling sites in the U.S., a
latent content analysis approach was employed, as the analysis mainly relied on researcher’s
interpretation on the contents and tones (Downe‐Wamboldt, 1992). The researcher first
identified key phrases or sentences about how an online gambling review rationalizes or
justifies the use of offshore gambling sites in the U.S., and subsequently grouped them
according to the five techniques of neutralization. This study also allowed additional categories
under this code if the interpretation does not fit into the established categories. As a result,
Portrayal of using Offshore Gambling Sites in the U.S. was measured by (0) Cannot be
identified, (1) Denial of responsibility, (2) Denial of injury, (3) Condemnation of condemners,
(4) Appeal to higher loyalties, (5) Legal and legitimate, and (6) Others. This study conducted
frequency analysis and cross-tabulation to identify any patterns in terms of how offshore
gambling sites are portrayed based on the characteristics of the online casino review.

Table 9 Data Collection Sheet
Documentation Identification
No.
Name of Site
URL
Legality of Gambling Sites

0. No reviewed site

being Reviewed

1. Legal
2. Offshore
3. Legal and offshore
4. Social casino (Sweepstakes casino)
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5. Legal and social casino
6. Offshore and social casino

The Number of Offshore
Gambling Sites being Reviewed
(for US players)
Overall Tone Toward Offshore

0. Cannot be identified

Gambling Sites

1. Positive
2. Neutral
3. Negative

Notes
Words Describing Promoted
Gambling Sites
Notes
Portrayal of using Offshore

0. Cannot be identified

Gambling Sites in the U.S.

1. Denial of responsibility
2. Denial of injury
3. Condemnation of condemners
4. Appeal to higher loyalties
5. Legal and legitimate
6. Others

78

Notes
Other Notes

Results
Table 10 Descriptive Statistics (n=102)
Mean (SD)
No. Promoted Offshore Sites

Frequency (%)

11.990 (25.332)
102 (100)

Legality of Promoted
Gambling Sites
No Review

1 (1)

Legal

23 (22.5)

Offshore

73 (71.6)

Legal & Offshore

1 (1)

Social Casino

2 (2)

Legal & Social Casino

2 (2)

Offshore & Social Casino

0 (0)
102 (100)

Overall Tone Toward
Offshore Sites
Cannot be Identified

23 (22.5)

Positive

66 (64.7)

Neutral

12 (11.8)

Negative

1 (1)
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Min.

Max.

0

211

Table 10 presents the descriptive statistics of three variables - Number of promoted
offshore sites, Legality of promoted gambling sites, and Overall tone toward offshore sites. The
results show that the average number of offshore sites that the sample online casino reviews
promoted was approximately 12 (SD=25.332), with a range from 0 to 211. The sample sites
were all independent review sites and mostly provided reviews of various online gambling sites
for U.S. players; an online gambling site could be promoted by multiple online casino reviews.
For the legality of promoted gambling sites, most gambling sites that were promoted by the
online casino reviews were based outside the U.S. (71.6%), followed by legal (22.5%), social
casino (2%), legal and social casino (2%), and legal and offshore (1%). These figures indicate
that most of the online casino reviews introduced online gambling sites lacking a valid
gambling license in the U.S. as ones for use by U.S. players. The tone toward offshore sites
was mostly positive (64.7%), and only one casino review addressed offshore sites negatively
(1%). While some of them maintained a neutral, unbiased attitude toward offshore sites
(11.8%), others did not mention anything about the use of offshore sites (22.5%).
Table 11 shows the results of cross-tabulation analysis that compared the “legality of
promoted gambling sites” variable with the “overall tone toward offshore sites” variable. The
chi-square test for the cross-tabulation table was 110.196 (p<0.01), indicating that the variables
have a low chance of being independent. The findings indicate that the majority of online casino
reviews promoting offshore gambling sites (86.3%) addressed offshore sites positively. About
12.3% of the offshore online casino reviews described offshore sites without bias. No offshore
online casino review showed a negative tone toward offshore sites. In addition, all but one of
the online casino reviews promoting legal online gambling sites (95.7%) omitted mention of
offshore sites. The one online casino review having a negative tone toward offshore sites
promoted a social casino (n=1).
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Table 11 Cross-Tabulation for Legality of Promoted Gambling Sites and Overall Tone
Toward Offshore Sites (n=102)
Overall Tone Toward Offshore Sites
Cannot be

Positive

Neutral

identified

Negativ

Total

e

Legality of

Legal

22 (95.7%)

0

1 (4.3)

0

23 (100)

Promoted

Offshore

1 (1.4)

63 (86.3)

9 (12.3)

0

73 (100)

Gambling

Others

0

3 (50)

2 (33.3)

1 (16.7)

6 (100)

23 (22.5)

66 (64.7)

12 (11.8)

1 (1)

102 (100)

Sites
Total

Words Describing Promoted Sites
Figure 4 Bar Chart for Words Describing Promoted Sites (n=102)
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Figure 4 shows the results regarding the “words for describing promoted sites” variable
that was categorized into 16 words. Among the words, the most frequently used word
describing gambling sites promoted by the online casino reviews was Best (68.6%), followed
by Top (37.3%), Safe (19.6%; also including Secure), Top-rated (19.6%; also including Bestrated), Legal (14.7%; also including Legit and Legitimate), Trusted (13.7; also including
Trustworthy), Friendly (9.8%), Reliable (9.8%), Right (5.9%), Fair (4.9%), New (4.9%),
Reputable (3.9%), Popular (3.9%), Perfect (2.9%), and Latest (2.9%; also including Up-todate). The other words include Entertaining, Responsible, Paypal casino, Favorite, Honest,
Rogue, Fantastic, Licensed, Premier, Hottest, Good, Fastest, Fun, Young, Newest, Rewarding,
Dependable, and Dodgy.

Figure 5 Frequency Distribution of the Words Describing Promoted Sites among the Online
Casino Reviews Promoting Legal Gambling Sites (n=23)
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Figure 5 displays the bar graph visualizing the frequency distribution of the words
describing promoted sites among the online casino reviews promoting legal gambling sites.
More than half of the legal online casino reviews (52.5%) used the word “Best” when
describing the online gambling sites they promoted. About 21.7% of the legal online casino
reviews used the word “Top” for promoting the online casino sites. Other legal online casino
reviews described promoted online gambling sites as Safe (8.7%), Legal (8.7%), New (8.7%),
Trusted (8.7%), Top-rated (4.3%), Reliable (4.3%), Fair (4.3%), Popular (4.3%), Latest (4.3%),
Paypal casino (4.3%), Premier (4.3%), and Rewarding (4.3%).
The online casino reviews promoting only social casino used Best (100%) to describe
the social casino sites. Regarding the online casino reviews promoting both legal gambling and
social casino sites, they used Top-rated (100%), Best (50%), Top (50%), Safe (50%), and
Reliable (50%) when describing the gambling sites. In addition, the online casino review
promoting both legal and offshore gambling sites described offshore sites as Best, Trusted, and
Right. Even the online casino review that did not promote an online gambling site used some
words when explaining offshore sites, such as Best, Top, and Trusted.
The frequency distribution of the words describing promoted sites among the online
casino reviews promoting offshore gambling sites was graphically shown in Figure 6. The word
that was mostly used to describe offshore gambling sites promoted by the offshore online
casino reviews was Best (72.6%), followed by Top (42.5%), Safe (23.3%), Top-rated (23.3%),
Legal (17.8%), Trusted (13.7%), Friendly (13.7%), Reliable (11%), Right (6.8%), Fair (5.5%),
Reputable (5.5%), New (4.1%), Popular (4.1%), Perfect (4.1%), and Latest (2.7%). Some
offshore online casino reviews used other words in describing their recommended gambling
sites, including Entertaining, Responsible, Favorite, Honest, Rogue, Fantastic, Hottest, Good,
Fastest, Young, and Dependable.
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Figure 6 Frequency Distribution of the Words Describing Promoted Sites among the Online
Casino Reviews Promoting Offshore Gambling Sites (n=73)

The frequency distribution of the words describing promoted sites across the legality
of promoted gambling sites was displayed in Table 12 and across the overall tones toward
offshore sites in Table 13. The results show that the majority of words that positively describe
promoted gambling sites were used by online casino reviews promoting offshore sites or
presenting gambling information with a positive tone. Given that most of the online casino
reviews promoting offshore gambling sites positively described offshore sites (86.3%; see
Table 11), the findings indicate offshore online casino reviews made particular efforts in giving
positive images of the sites they promoted in order to encourage the use of the offshore sites.
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Table 12 Cross-tabulation for Words Describing Promoted Sites & Legality of Promoted
Gambling Sites
Words

Legality of Promoted Gambling Sites

Describing

No

Promoted

Review

Legal

Offshore

Legal &

Social

Legal &

Offshore

Casino

Social

Sites

Total

Casino

Best

1 (1.4%)

12 (17.1)

53 (75.7)

1 (1.4)

2 (2.9)

1 (1.4)

70 (100)

Top

1 (2.6)

5 (13.2)

31 (81.6)

0

0

1 (2.6)

38 (100)

Safe

0

2 (10)

17 (85)

0

0

1 (5)

20 (100)

Top-Rated

0

1 (5)

17 (85)

0

0

2 (10)

20 (100)

Legal

0

2 (13.3)

13 (86.7)

0

0

0

15 (100)

Trusted

1 (7.1)

2 (14.3)

10 (71.4)

1 (7.1)

0

0

14 (100)

Friendly

0

0

10 (100)

0

0

0

10 (100)

Reliable

0

1 (10)

8 (80)

0

0

1 (10)

10 (100)

Right

0

0

5 (83.3)

1 (16.7)

0

0

6 (100)

Fair

0

1 (20)

4 (80)

0

0

0

5 (100)

Reputable

0

0

4 (100)

0

0

0

4 (100)

New

0

2 (40)

3 (60)

0

0

0

5 (100)

Popular

0

1 (25)

3 (75)

0

0

0

4 (100)

Perfect

0

0

3 (100)

0

0

0

3 (100)

Latest

0

1 (33.3)

2 (66.7)

0

0

0

3 (100)

Others

0

3 (14.3)

18 (85.7)

0

0

0

21 (100)
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Table 13 Cross-tabulation for Words Describing Promoted Sites & Overall Tone toward
Offshore Sites
Overall Tone toward Offshore Sites

Words
Describing

Positive

Neutral

Negative

Total

Best

52 (89.7%)

5 (8.6)

1 (1.7)

58 (100)

Top

30 (90.9)

3 (9.1)

0 (0)

33 (100)

Safe

16 (88.9)

2 (11.1)

0 (0)

18 (100)

Top-Rated

17 (89.5)

2 (10.5)

0 (0)

19 (100)

Legal

9 (69.2)

4 (30.8)

0 (0)

13 (100)

Trusted

10 (83.3)

2 (16.7)

0 (0)

12 (100)

Friendly

8 (80)

2 (20)

0 (0)

10 (100)

Reliable

5 (55.6)

4 (44.4)

0 (0)

9 (100)

Right

5 (83.3)

1 (16.7)

0 (0)

6 (100)

Fair

2 (50)

2 (50)

0 (0)

4 (100)

Reputable

3 (75)

1 (25)

0 (0)

4 (100)

New

3 (100)

0 (0)

0 (0)

3 (100)

Popular

3 (100)

0 (0)

0 (0)

3 (100)

Perfect

3 (100)

0 (0)

0 (0)

3 (100)

Latest

1 (50)

1 (50)

0 (0)

2 (100)

Others

15 (83.3)

3 (16.7)

0 (0)

18 (100)

Promoted
Sites
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Frames Justifying the Use of Offshore Gambling Sites in the U.S.
Figure 7 Frequency Distribution of the Frames Justifying the Use of Offshore Gambling
Sites in the U.S.

This study also examined what kind of frames online casino reviews employed to
justify the use of offshore gambling sites in the U.S. The identified justifications were classified
into the five frames; three frames based on the neutralization techniques - Denial of
responsibility, Denial of injury, and Appeal to higher loyalties – and additional two frames that
were identified during the examination – Claim of legitimacy and Others. Figure 7 presents the
frequency distribution of the frames that justify using offshore gambling sites in the U.S. The
most often used frame was Claim of legitimacy (28.4%). This frame mostly emphasized that
online gambling is legal in the U.S.: “Online gambling is deemed completely legal at the federal
level” (“Is Online Gambling Legal?”, n.d., para. 2). While some online casino reviews
indirectly introduced offshore sites as legal ones by providing correct explanations of legality
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of online gambling in the U.S. with recommendation of offshore sites (“The Best USA Online
Casinos in 2021”, n.d.), others specifically highlighted the legitimacy of using offshore sites:
Online casinos are legal in the USA, and you can use either domestic, regulated options
or offshore casinos that serve the American market. This latter option means that
players who reside within regions that have not yet legalized state-based online
gambling can still legally play at an offshore casino without the fear of breaking any
laws (“Are Online Casinos Legal in the US?”, n.d.a, para. 1).
Some online casino reviews justified offshore gambling by claiming that no individual
within the U.S. has ever been arrested for gambling online. This framing effect may suggest
that penalties would not be charged to offshore players because the U.S. is where no one has
been in legal trouble for playing online gambling. From the perspective of the argument to
ignorance19, this frame was also classified into the claim of legitimacy frame, as it implies a
lack of evidence against legitimacy of using offshore gambling sites in the U.S.: “Almost no
legal action has ever been taken against Americans simply for playing online poker” (“Are
there any legal poker sites in the USA?”, n.d., para. 1). This is not a groundless argument as
online gambling federal regulations mostly target illegal online gambling business (see
UIGEA), not players. However, going after operators could also indirectly affect players as
they could loss their deposit when an online gambling site they use is shut down by
investigators.
Approximately 17.6% of the online casino reviews employed the denial of
responsibility frame. This frame was mainly used to shift the responsibility of unlawful online

19

The main argument of this logical fallacy is that a proposition is true because it has not yet
been proved to be false and vice versa (Walton, 2010).
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gambling activity to the U.S. gambling laws. The U.S. gambling laws were framed as things
that are too complicated to understand, which suggests that failing to observe the U.S. online
gambling laws is partly a consequence of the confusing laws: “Complex federal and state laws
might make it difficult to know whether online casinos are legal or not” (“Are Online Casinos
Legal in the US?”, n.d.b, para. 1). Some online casino reviews viewed the U.S. gambling laws
as ambiguous and unclear to legitimize the use of offshore gambling sites: “the US laws are
exceptionally hazy when it comes to the subject of online gambling” (“The Laws for Online
Casinos in the US”, n.d., para. 2).
For the denial of injury frame, a total of 18 online casino reviews (17.6%) promoted
online casino while emphasizing that online gambling does not break any laws mostly due to
the lack of law banning US residents either from gambling online – “…the major reason behind
why you are able to play freely at online casinos in the United States is the lack of law
prohibiting it” (“US Online Gambling is on the Rise”, n.d., para. 8) – or, specifically, from
using offshore sites – “The best online betting sites for US residents are all legally licensed and
regulated, operating outside of US jurisdiction. There are no federal or state laws preventing
American players from accessing these sites and betting online20” (“USA Online Gambling
Site Reviews”, n.d., para. 2). Some online casino reviews specifically indicated that only
operators were subject to U.S. online gambling laws, not players: “Most gambling legislation
in America is targeted at those who provide betting and gaming services, and not those who
gamble” (“US Online Gambling Laws and Regulation”, n.d., para. 5).

20

There is no federal law that directly prohibits American players from accessing online gambling sites without
a valid license in the U.S.
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Only one casino review used the appeal to higher loyalties frame, prioritizing offshore
site’s right to accept U.S. players over U.S. laws: “Offshore poker sites are not under US
jurisdiction. They do, however, maintain their right to accept players from anywhere in the
world, including the United States” (“Is Playing Real Money Poker Legal from My State?”,
n.d., para. 1).
In addition to the neutralization techniques, online casino reviews justified the use of
offshore sites in various ways, such as by emphasizing the legitimacy of using cryptocurrency
- “new methods of depositing and withdrawing have been brought into effect today, such as
cryptocurrencies, which allow US citizens to engage in online gambling at casinos once again”
(“The Laws for Online Casinos in the US”, n.d., para. 5), by highlighting the safety of an
offshore site – “online casinos for USA players are safe” (“Are Online Casinos for USA Players
Safe?”, n.d., para. 1), or by focusing on offshore sites accepting US players – “Many online
casinos allow players to play for free of wit [sic] real money, and many offer us casino bonus
no deposit when signing up” (“Gambling in USA”, n.d., para. 3). Neither the denial of victim
nor the condemnation of the condemners frames were identified among the sample online
casino reviews.
While examining the online gambling reviews, one of the issues came up was that
some justifications were too ambiguous and could be interpreted in multiple ways. In this case,
this study classified them into the most relevant category, relying on the researcher’s
interpretation on the contents and tones (Downe‐Wamboldt, 1992). For example, one online
casino review presented “if your state doesn’t have its own legit gambling websites, you can
still play on those offshore, given that they accept US players” (“Gambling in USA”, n.d., para.
3). It is not clear if this justification lays the responsibility of using offshore sites on the state
lacking legal online gambling venues or focuses on off shore sites accepting US players. In this
90

case, the researcher classified it into Others, as the latter interpretation deemed to be more
directly expressed than the former.

Figure 8 Frequency Distribution of the Frames Justifying the Use of Offshore Gambling
Sites in the U.S. among the Online Casino Reviews Promoting Offshore Gambling Sites
(n=74)

Figure 8 presents the bar graph visualizing the frequency distribution of the frames
justifying the use of gambling sites in the U.S. among the online casino reviews promoting
offshore gambling sites (n=74). The findings show that fewer than two fifth of the online casino
reviews used the identified frames, such as Claim of legitimacy (37.8%), Denial of
responsibility (23%), Denial of injury (23%), and Others(12.2%). This indicates that most of
the online casino reviews promoting offshore sites did not necessarily address the legal issues
of using offshore sites in the U.S., but simply promoted online gambling sites.
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Among the online casino reviews that did not promote offshore sites, no more than
two frames were identified in each category: No review (Others, n=1), Legal (Denial of injury,
n=1; Claim of legitimacy, n=1), Social casino (Denial of response, n=1; Others, n=1), and Legal
& social casino (Others, n=2). It is notable that Legal online casino reviews, which mostly
focused on only legal online gambling sites, barely mentioned anything about the use of
offshore sites in the U.S.

Table 14 Cross-Tabulation for Frames Justifying the Use of Offshore Gambling Sites in the
U.S. and Overall Tone toward Offshore Sites
Overall Tone toward Offshore Sites
Cannot be

Positive

Neutral

Negative

identified

(n=66)

(n=12)

(n=1)

Denial of responsibility

14 (21.2)

3 (25)

1 (100)

Denial of injury

15 (22.7)

3 (25)

Appeal to higher loyalties

1 (1.5)

(n=23)
Frames

Claim of legitimacy

1 (4.3)

Others

25 (37.9)

3 (25)

8 (12.1)

5 (41.7)

Table 14 shows the frequency distribution of the frames justifying the use of offshore
gambling sites in the U.S. across the overall tones toward offshore sites. The results show that
various frames were employed by a minority of the online casino reviews in favor of offshore
sites to justify the use of offshore sites in the U.S.: Claim of legitimacy (37.9%), Denial of
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injury (22.7%), Denial of responsibility (21.2%), Appeal to higher loyalties (1.5%), and Others
(12.1%). In other words, the majority of offshore reviews did not address the use of offshore
sites in the U.S. although their undertone is positive. In addition, some of the online casino
reviews whose overall tone toward offshore sites is somewhat neutral also used some frames
for the justification, including Denial of injury (25%), Denial of responsibility (25%), Claim
of legitimacy (25%), and Others (41.7%).
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CHAPTER 6
DISCUSSION AND CONCLUSION
This study was designed to examine the interactions between U.S. players, offshore
gambling sites, and online casino reviews from the perspective of illegal online gambling. It
began with four main goals: (a) to determine what characteristics of offshore sites influence
U.S. players as they choose offshore sites, (b) to ascertain if online casino reviews acting as a
guardian affect the use of offshore sites by U.S. players, (c) to examine whether the theoretical
elements of RAT predict illegal online gambling, and (d) to explore how online casino reviews
depict online gambling sites they promoted and the use of offshore sites in the U.S. This study
found that a site’s entertainment, referring domains, and organic keywords were positive
predictors of the use of offshore sites. Players seem to value entertaining-gaming experiences
while doing online gambling; specifically, gaming competition and live casino play with other
players enhance the social feature of gambling, which allows players to have a sense of human
connection with others. Socialization with other people - which can drive an individual to
gambling behavior (Lee et al., 2006) - is something they usually experience in a brick-andmortal casino, not allowed them to do so from their home.
In addition, the findings suggest that online visibility of offshore site affects the
number of website visitors. A strong online visibility indicates that a potential customer is more
likely to run into a reference (e.g., online casino review, Google) to offshore sites, which gives
the gambling sites more opportunities to place their business in front of their target audience,
both when customers are and are not searching for online gambling. The importance of online
visibility is also applied to other online business (e.g., online shopping, tourism business; Drèze
& Zufryden, 2004; Smithson, Devece, & Lapiedra, 2011). High visibility increases a website’s
94

brand awareness and reputation, which are deemed as a precursor of purchase (here, monetary
deposit). Therefore, the online visibility of offshore sites may be a key indicator of their
business success (Drèze & Zufryden, 2004).
This study also constructed and tested a theoretical model of illegal online gambling
based on Cohen and Felson’s (1979) RAT. Among the theoretical elements of RAT, this study
focused on target attractiveness (i.e., the target’s visibility, value, and accessibility) and capable
guardians (i.e., consisting of formal, informal, and technological guardians). The results of a
SEM analysis supported the theoretical assumption of visibility in terms of illegal online
gambling, while the value and accessibility showed almost no effects on illegal online gambling.
This may be because the value and accessibility aspects of an online gambling site are not
easily identified unless players sign into the site. This finding is in line with other cybercrime
research in that the visibility tends to be a sole predictor within cybercrime victimization among
the suitable target elements (Choi, 2008; Bossler & Holt, 2009; Holt & Bossler, 2009; Hutching
& Hayes, 2009; Leukfeldt, 2014; Leukfeldt & Yar, 2016; Pratt et al., 2010; Van Wilsem, 2011).
However, the positive correlations of the three elements of the target suitability may
indicate that an online gambling site that has more webpages referring to the site or that is
searched by more users in Google is also more likely to be highly valued as well as to have
more ways to access real-money online gambling games. Therefore, all these elements
contribute to the level of the target attractiveness of offshore site, which supports the theoretical
assumption of the target suitability (Felson, 1998).
In terms of the capable guardians, the formal and technical guardians have no effects
within illegal online gambling, which may be because most sites require account verification
and are not strict in enforcing the use of VPN to access. A blacklist of gambling sites, managed
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by online casino reviews, functions as an informal guardian. It helps players avoid online
gambling sites who possibly provide unpleasant experience to or even victimize their
customers (Bank, 2017). Therefore, this model also partly supports the assumption of the
capable guardians (Cohen & Felson, 1979).
However, findings of the content analysis of online casino reviews indicate that online
casino reviews may also serve as a facilitator of offshore gambling. Many of them encourage
U.S. players to use offshore gambling sites by recommending or writing a positive review on
the offshore sites. This is also enhanced by online gambling affiliate program – a referral
program for online casino reviews (Brozio, 2018; Sutevski, n.d.).
The findings pertaining to online casino reviews show their seemingly contradictory
behaviors in which they can promote certain offshore sites and simultaneously advise players
to avoid using other offshore sites. Considering online casino reviews as online business,
possible interpretations of this “double-faced” role of online casino reviews is that they also
need high visibility for the success of their gambling affiliate business (Drèze & Zufryden,
2004; Sutevski, n.d). Providing a blacklist of gambling sites can facilitate promoting their
affiliated online gambling sites. An online casino review managing the blacklist would bring
more visitors to the site than the one who does not, which may increase the possibility of its
recommendation of gambling sites being exposed to its visitors. Also, players could perceive a
site providing the blacklist information as the one in favor of them and therefore are prone to
believing that gambling information (or offshore gambling sites) the site provides (or
recommends) would be reliable, trustworthy, and for the good of players (Tewksbury &
Scheufele, 2009).
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It is notable that online casino review plays a significant role in online gambling
business ecosystem, by recommending or blacklisting online gambling sites (Brozio, 2018;
Sutevski, n.d.). In other words, players may rely on information from online casino review in
choosing their online gambling sites. It is likely that their perceptions toward an online
gambling site is contingent on how the site was introduced by online casino reviews. Players
may expect accurate, reliable information and honest, impartial evaluation on which they can
make a reasonable decision grounded from online casino reviews.
However, most online casino reviews also pursue profit and are likely to provide biased
information with the intention of promoting online gambling sites they are affiliated with
(Brozio, 2018; Sutevski, n.d.). It was speculated that online casino reviews promoting a certain
online gambling site, especially based on offshore jurisdictions, may modify information or
present certain interpretations in favor of the promoted site. Therefore, this study examined
how online casino reviews depicted online gambling sites they promoted and how they interpret
the use of offshore sites in the U.S., with the application of the framing theory and the
neutralization techniques.
A majority of online casino reviews promoted offshore sites, which may be due to the
fact that affiliating with the offshore market is more profitable and easier to work with than the
U.S. legal market (Ruddock & Gros, 2020). Most of these online casino reviews provided
gambling information with a positive tone primarily towards offshore sites and depicted
offshore sites with words that give positive images of the sites, such as “Best”, “Top”, and
“Safe”, which encourages the use of offshore sites. If players come across these positive
descriptions of offshore sites over and over, or from multiple sources, they are likely to deem
the offshore sites as legitimate and be deluded into using those offshore sites (Bornstein &
D'agostino, 1992; Tewksbury & Scheufele, 2009).
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In addition, the legality issue of using offshore sites in the U.S. was generally not
addressed – not only was it ignored in most of the offshore reviews but it was also ignored in
the legal reviews. It would be reasonable to assume that offshore online casino reviews are less
likely to address the legality of offshore sites in the U.S., since it would not help in promoting
offshore sites. Regarding online gambling legality issues, online casino reviews promoting
legal online gambling sites tended to focus on explaining which site is legal in which state, but
did not particularly address about illegal online gambling or offshore sites. Given that the
complexity of online gambling laws across the states, it might be easier for legal online casino
reviews just to present “what is legal” information.
However, this “what is legal” information was also manipulated and presented in some
of the offshore online casino reviews in multiple ways, such as falsely claiming that online
gambling is legal in the U.S. or falsely introducing offshore sites as legal while providing
correct legal information about online gambling. It is likely that individuals who are not
familiar with online gambling would not be able to distinguish the correct “what is legal”
information from those false ones easily. Therefore, the questionable content presented in
offshore online casino reviews can mislead players into falsely believing that they are legal
players while doing illegal online gambling, which was shown in AGA’s survey in which most
of the offshore players were not aware of their illegal online gambling (AGA, 2020).
While licensed legal online casino reviews are subject to the scrutiny of state gaming
authorities, there is almost no authority to monitor offshore online casino reviews and regulate
their contents since most offshore online casino reviews are independent third parties (Brozio,
2018). In addition, offshore online casino reviews use “Terms of Services” documents to
protect themselves from liability for any misinformation or incorrect information. Terms of
Services - also known as Terms of Conditions or Terms of Uses - is a legally binding contract
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between service providers and users. These agreements generally include a section that limits
liability for any errors in the content on the website. This type of clause notifies users that the
website does not take legal responsibility for any errors or omissions or for inaccurate
information. Although offshore online casino reviews offer false information about online
gambling, they avoid liability by specifying in their Terms of Services that the information is
for entertainment purposes and that they are not responsible for any errors in the presented
content (King, 2021). In other words, even if players suffer from misleading information
offered by online casino reviews, they cannot legally accuse the online casino reviews (Choi et
al., 2020).
Some offshore online casino reviews provided certain interpretations of using offshore
sites in the U.S. Within these frames, legal issues and information of using offshore sites in the
U.S. were construed and viewed from the perspectives that encourage of using offshore sites.
Through framing effects, this framing could motivate players to make decisions on using
offshore gambling by manipulating their perception of offshore gambling (Brozio, 2018;
Chong & Druckman, 2007). While some sites falsely claimed that offshore gambling is
legitimate in the U.S., others use different types of the justification that were designed to
neutralize illegal online gambling. These interpretations were classified into several categories
mostly based on the techniques of neutralization (Sykes & Matza, 1957), such as the claim of
legitimacy, denial of responsibility, denial of injury, and appeal to higher loyalties. These
frames mostly point out that the U.S. gambling regulations are to blame - as they are too
complex and do not target individual players - and highlight that players are free from the
regulations. While the U.S. gambling laws mostly target operators and financial institutions,
the interpretations may delude players into believing that they would not be damaged by
investigations for illegal online gambling.
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However, players may be apt to overlook the potential risk of not taking out money back from
offshore sites, as a result of an investigation, a monitoring, or a crackdown (Choi et al., 2020).
Players accessing online casino reviews are bound to fall in the trap laid by misleading
information designed to encourage using offshore sites (Brozio, 2018). The most vulnerable
may be players who lack adequate knowledge or awareness of online gambling and who are at
considerable risk of becoming involuntary offenders as well as unknowing victims, as they can
unknowingly conduct the law-breaking behavior without knowing that they would be less
likely to get support from or take a legal action against offshore sites when they seek doing it.
Policy Implication
Target Hardening
Online visibility drives offshore gambling; offshore gambling sites put substantial
efforts to place their business in front of their potential customers. Therefore, making an effort
to decrease the online visibility of offshore gambling sites would be likely to prevent the sites
from being targeted by U.S. players. In this context, the Australian Communications and Media
Authority (ACMA) employed such an approach to block certain offshore gambling sites that
have been illegally accepting Australian players (“ACMA moves to block…”, 2021). The
Australian regulators have made Australian Internet Service Providers (ISPs) block not only
offshore gambling sites in breach of its Interactive Gambling Act 2001, but also online casino
reviews affiliated with illegal offshore gambling sites (“Australia: ACMA orders blocking…”,
2021). Such efforts also need to be made by U.S. federal government agencies to deter offshore
gambling sites that have been operating in the U.S. illegally.
Blocking access to offshore sites is not a necessarily panacea for illegal online
gambling. It can be a whack-a-mole game – when ISPs block an offshore site based on its name
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or domain name, the site gets back to business again by changing its name or domain name.
Therefore, additional efforts are necessary to effectively restrict offshore sites. Such efforts can
include prosecuting offshore sites (something that the U.S. has done for years; see Sayre & Tau,
2020) or creating a favorable online gambling business climate for offshore online gambling
sites to become legal U.S. operators (Sayre & Tau, 2020). While having offshore sites as legal
U.S. operators may cause regulatory concerns, it would encourage market competition that
could lead to better online gambling products and services for players (Sayre & Tau, 2020).
Improved products and services provided by domestic, legal operators would reduce the
demand for offshore sites and therefore bring many offshore players into the legal market. Such
efforts to enhance a domestic industry to reduce the demand for products and services in other
jurisdictions have been observed in various fields – such as medical tourism (see Béland &
Zarzeczny, 2018).
Illegal Online Gambling Awareness
Players who lack awareness to identify manipulated online gambling information are
apt to be misled by questionable content presented by offshore casino reviews whose goal is to
lead them to the offshore sites they are affiliated with. Although having an illegal online
gambling awareness education does not guarantee protection from false information, it would
help players enhance the ability to discern what information is correct and make rational
choices in favor of legal online gambling. Such efforts can be found in several campaigns,
including Bettor Safe, which is the latest illegal online gambling awareness campaign in the
U.S. (Zobenko, 2021).
Bettor Safe is a national campaign that was launched in March, 2021 by the non-profit
organization “Conscious Gaming” to reduce the gap between interest in online gambling and
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awareness of illegal online gambling (see https://bettorsafe.org). Its mission is to raise
awareness of the illegal market by educating players to know where legal online gambling is
and to discern legal from illegal sites. While this campaign currently targets audience in New
Jersey and Pennsylvania, it should be widely promoted across the states, as anyone can be a
potential online gambling player. In addition, while the campaign has been promoted via
multiple channels, such as radio, digital ads, Facebook, and Youtube (Fletcher, 2021), it would
also be effective for legal online casino reviews (where players who seek gambling information
visit) to promote this campaign as well. Given that findings indicate that most legal online
casino reviews have currently focused on “what is legal” information, presenting information
raising awareness of illegal online gambling or establishing a rating system for review sites,
along with “what is legal” information, would not only help players distinguish either legal
from illegal sites or reliable from unreliable reviews but also benefit the legal market by helping
turn illegal into legal players.
Theoretical Implications
The U.S. has been experiencing the spread of legal online gambling opportunities as a
result of the recent liberal policies on gambling regulation. Despite the increasing number of
legal online gambling sites, the illegal online gambling market (which has been deeply
ingrained in the country for a long time) is still prevalent, impinging not only on society and
the legal gambling market but also on U.S. gamblers. A number of crimes involve illegal online
gambling sites. Players intentionally use offshore online gambling sites for many reasons even
though such use breaks their regional gambling regulations (Gainsbury et al., 2018; Gainsbury,
Abarbanel, & Blaszczynski, 2019); unfortunately, some gamblers fall victim to rogue sites who
are likely to scam their customers in various ways (Bank, 2017).
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Online casino reviews function to inform and educate players in terms of gambling –
such information contributes to the growth of the online gambling market. While some reviews
provide a blacklist of gambling sites to prevent players from being victimized by rogue online
gambling sites, others who get paid by offshore gambling sites for promotion present
misleading information designed to encourage players to use the illegal offshore sites they are
promoting, which could make the players become unintentional illegal online gamblers.
While it is important to take a comprehensive approach to understanding crimegenerating circumstances associated with illegal online gambling sites and online casino
reviews in designing effective preventive measures, previous literature have rarely focused on
this topic. Therefore, this study attempted to explain how the structural and operational
aspects of offshore gambling site affect the level of illegal online gambling activity, with RAT
serving as the theoretical framework. RAT posits that crime is likely to occur when a
motivated offender finds a suitable target with the absence of capable guardians (Cohen &
Felson, 1979). Numerous studies have identified its applicability for various types of crime
events, both in a physical and virtual space (Akers, 2013).
The review of illegal online gambling via the application of the main elements of
RAT to such crime provides a foundation of theoretical models of illegal online gambling.
First of all, regarding the motivated offender, there is no short supply of offenders with a
great variety of motivations (Cohen & Felson, 1979; Yar, 2005). It is notable that many RAT
studies have treated a motivated offender as a given situational factor (Holt & Bossler, 2013;
Leukfeldt & Yar, 2016; Maimon et al., 2013; Sasse, 2005; Schwartz et al., 2001).
Secondly, the suitable target part was limited to the discussion of ‘target’ attractiveness,
as an illegal gambling site was set as a target, not a victim (Holt, Leukfeldt, & Van De Weijer,
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2020). The target value, visibility, and accessibility were used to demonstrate how illegal online
gambling sites attract their potential customers (Felson, 1998). For the target value, it was
pointed out that unlicensed online gambling sites present certain features that are attractive to
online gamblers who particularly value them (e.g., entertainment features). Regarding the
target visibility, gambling sites advertise themselves via numerous channels to increase their
visibility to potential customers (e.g., online casino review, search engines). As to the target
accessibility, the structural condition of illegal online gambling site allows their users to access
and ‘getaway’ from the site with ease and anonymity (e.g., deposit and withdrawal methods).
Among the three elements, the target visibility played the major role in shaping the level of
target attractiveness of offshore sites, which is in line with many cybercrime research that
indicate target visibility as a main factor of target attractiveness (Choi, 2008; Bossler & Holt,
2009; Holt & Bossler, 2009; Hutching & Hayes, 2009; Leukfeldt, 2014; Leukfeldt & Yar, 2016;
Pratt et al., 2010; Van Wilsem, 2011).
Finally, the “absence of guardian” section considers various types of guardians,
including formal guardians, informal guardians, and technological guardians. Regarding the
formal guardians, online gambling site operators can act as security guards to prevent their
sites from being used for suspicious activities by verifying users’ identification. For the
informal guardians, some online casino reviews provide information that alert users to avoid
a rogue online gambling site, preventing potential victimization. As to technological
guardians, certain security measures, such as website blocking, are employed to block
unauthorized access or prevent a player seeking to abuse sign-up bonus offers from opening
multiple accounts. One can evade those safeguards by using proxy servers, such as a VPN,
but some online gambling sites employ security measures to detect such attempts in an effort
to prevent suspicious access to their sites (Griffiths, 2019). It was revealed that the informal
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guardian played the main role as a capable guardian, which is in line with previous studies
that emphasize the importance of informal guardians in preventing crime (Cohen & Felson,
1979; Shadmanfaat et al., 2020; Sirola et al., 2019).
The results of the analysis proved the applicability of RAT in explaining illegal
online gambling from the perspective of offshore gambling site as a suitable target. This
study also found the substantial role of online visibility aspect of offshore gambling sites in
driving their business success. In other words, making offshore sites less attractive for illegal
online gambling by decreasing their online visibility would deter offshore sites from being
targeted by U.S. players.
It was shown that online casino reviews can function as an informal guardian by
providing a blacklist of online gambling sites to their audience as an effort to help them avoid
falling victim to suspicious gambling sites. However, finding from the content analysis of
online casino reviews, with the application of framing theory coupled with neutralization
techniques, showed that online casino reviews affiliated with offshore sites presented
gambling information in favor of offshore sites to encourage users to place a bet on their
affiliated sites. This study identified various methods that offshore online casino reviews
employed, including positive depiction of offshore sites, various justifications of using
offshore sites in the U.S., and presentation of misleading information about the legality of
offshore gambling in the U.S. While online casino reviews stay away from liability for any
false information in their content through their Terms of Services, many players tended to fall
in the trap laid by the questionable content, becoming involuntary illegal online gamblers as
well as unknowing, potential victims.
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Limitations and Future Research
As this study employed a purposive sampling technique, the sample may not
correctly represent the true population, which may present a generalizability concern. Also,
the sample size may not be not large enough for accurate SEM analysis (Faber & Fonseca,
2014). Therefore, future studies should be conducted with sufficient collected sample to
produce more precise estimations as well as reliable results.
In addition, this study constructed the Value variables by adding up multiple binary
variables, however there might be other ways to build each of the Value variables. Also, the
Visibility variable can be measured by other elements, such as the number of reviews a site
has that can indicate the degree to which the site is exposed to players using online gambling
reviews. Thus, this study cannot be definitive as to claiming the measurements were
accurately constructed with 100% confidence. In addition, the model-fit of the theoretical
model indicated that the model was not in a great fit, which might be caused by the
measurement error or the structure of the model (Barrett, 2007). Therefore, future studies
may need to test various theoretical models with a wide range of variables.
Although it was not a significant predictor, the researcher attempted to examine
cryptocurrency as a payment method in offshore gambling sites. Given the expanding role of
cryptocurrency in online gambling (Choi et al., 2020; Gainsbury & Blaszczynski, 2017) and
the addictive nature of cryptocurrency gambling (e.g., playing a game of chance with
cryptocurrency that has high volatility in its valuation; Choi et al., 2020), it is necessary for
future research to empirically explore how the nature of cryptocurrency affects player’s
gambling behaviors and address potential implications of adopting cryptocurrency in legal
online gambling markets.
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This study deemed an illegal online gambling site in the U.S. as the ‘target,’ not the
‘victim,’ focusing on the attractiveness of target itself. Given that the site also makes an effort
to be targeted by potential offenders, some scholars might not completely agree with the
applicability of RAT to illegal online gambling activities. Future studies might need to
examine the appropriateness of RAT. Also, alternative theoretical approaches could be
applied to this domain, such as general strain theory in examining the relationship between a
type of strain and illegal online gambling behaviors (Agnew, 1992) and legitimacy theory in
explaining how offshore online gambling business behavior toward accepting bets globally,
regardless of other jurisdiction’s gambling laws, is justified within the norms and limits
established by the community in which the company is based (Burlea & Popa, 2013).
Regarding the content analysis, reliability and validity may be concerns as the
analysis was conducted by a single researcher whose interpretations of the content could be
biased or might be affected by other factors. For future studies, this study encourages
employing multiple raters and conducting a same measurement over multiple occasions to
accomplish reliability and validity of results of the studies (McHugh, 2012).
This study also used the neutralization techniques to classify the frames used to
justify the use of offshore gambling sites in the U.S. However, the criterion was not clear-cut;
some justifications were too vague to fall in a specific category. In this case, the researcher
classified those justification into the most relevant category, which may present a validity
issue. Therefore, future research should involve multiple researchers into the analysis and
encourage a thorough discussion among the researcher through the course of analysis.
This study tried to examine how U.S. players actually think of offshore gambling by
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looking into several well-known online gambling forums21. However, the researcher found
that there were few posts discussing overall illegal online gambling, and most discussions
revolved around promotion, technical or procedural issues, service, and products of a specific
gambling site, regardless of its legitimacy. This study left this note in hope that future
research focusing on player’s perspectives on offshore gambling do not undergo the same
trial.

21

The forums were identified through Google search and include AskGamblers
(https://www.askgamblers.com), The gambling community
(https://thegamblingcommunity.com), and Feedspot (https://www.feedspot.com).
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